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1. Introduction
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Motivation

In digital forensics, building a timeline from filesystem metadata (MACB timestamps) is 

one of  the most common approaches.

These timestamps reflect only the last observed event; repeated access to the same file is not 

recorded.

Attackers can also manipulate these values using a technique known as Timestomping, 

which can make forensic timelines unreliable and hide important activity.

To deal with these problems, analysts can use filesystem journals, which record low-level 

file activity and offer a more complete view of  what happened.
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Motivation (cont.)

For NTFS, several tools are available to parse the $LogFile.

Linux file systems like ext4 and XFS also implement journals, but there are no tools 

available that can build timelines from them.

A few tools can recover deleted files from ext4 journal, but file recovery and timeline building are 

two different things.

For XFS, almost no forensic tools exist at all.

This situation has unchanged for nearly 20 years, ever since both file systems were added to the 

Linux kernel.

Linux filesystem journals represent a valuableñbut underutilizedñsource of  evidence.

This makes them worth further research.
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Limitations of  Existing Tools

Very few tools support Linux filesystem journals.

The Sleuth Kit (TSK) includes jls and jcat commands, but they have major limitations:

The ext4 journal is supported, but only for raw listing and dumping of journal data. They donõt 

interpret file-level operations.

Even in the latest version of  TSK (4.14.0), XFS and its journals are still not supported.
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Related Work

Forensic Discovery (2007)

https://www.first.org/resources/papers/conference2007/venema-wietse-slides.pdf

Proposed using debugfsto build timelines from ext3 journals.

Analysts must specify a file path or an inode number one at a time, which limits practical use.

AnalyseJournal of  XFS Filesystem for Assisting in Event Reconstruction (2020)

https://digikogu.taltech.ee/et/Download/d8bca853 -02d7-463f-b83c-048d4758af12

Covers a research theme similar to this presentation, focused on XFS.

Includes a Python proof-of-concept parser, but it only works with small directories and ignores 

extended attributes.

As a result, this script isnõt practical for full disk analyses.
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Novelty of  This Research

This research investigates both ext4 and XFS journals.

It explores methods for inferring file activity and building forensic timelines.

A new analysis tool was developed:

Supports both filesystem journals in a single tool.

Builds a complete timeline of  all file activities recorded in the journal.

Detects suspicious file activity such as timestomping.

And yesñitõs open-source.
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2. Fundamentals of  Linux Filesystem 

Journals
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