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Android Kernel mitigations

● Android 14 kernel (5.4/5.10/5.15/6.1/6.6)
● PAN/PXN
● UAO
● CFI
● PAC
● MTE
● KASLR
● CONFIG_INIT_STACK_ALL_ZERO
● CONFIG_INIT_ON_ALLOC_DEFAULT_ON
● CONFIG_DEBUG_LIST/CONFIG_SLAB_FREELIST_RANDOM/…
● Vendor independent mitigations (KNOX/DEFEX/PhysASLR/…)
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Android exploits

● Universal exploit
● Chipset specific exploit
● Vendor specific exploit
● Model specific exploit
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Samsung Exynos Attack Surfaces

● Exynos NPU
● Mali GPU
● Xclipse GPU
● Exynos Baseband
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Why Samsung Exynos?

● Exynos debuted with the Exynos 3110, aiming to build its own SoCs
● Exynos now widely used on EU, ME, India and part of Asia
● In 2022, Xclipse GPU also added to Exynos to replace Mali GPU
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Why Samsung Exynos?

● Exynos NPU and Xclipse GPU both can be accessed from applications
● allow untrusted_app vendor_npu_device:chr_file { getattr ioctl lock map open 

read watch watch_reads };
● allow untrusted_app gpu_device:chr_file { append getattr ioctl lock map open 

read watch watch_reads write };
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Why Samsung Exynos?

● There’s not many Exynos bugs or exploits in the past
● NPU/GPU selinux policy makes it perfect targets for LPE
● Samsung is keeping adding new code to it in order to complete its own SoC
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Samsung Exynos Bug hunting

● After 1 month research, we found 13 bugs in Exynos, 10 of which belongs to 
Exynos NPU, and we will analyze them in the next part
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Samsung Exynos Kernel Driver

● Main attack surface at __vertex_ioctl, reachable by calling ioctl on opened /dev/vertex10
● vision_ioctl -> vertex_ioctl -> __vertex_ioctl
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Samsung Exynos Kernel Driver

● By opening the driver, it will allocate a new session for us, and it will set &session->vctx (npu_vertex_ctx) 
to our file->private_data

● vision_open -> npu_vertex_open
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Samsung Exynos Kernel Driver

● This is what our private_data holds:
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Samsung Exynos Kernel Driver

● This is what our private_data holds:
● There are 6 states our context can be, it 

change by reaching specific ioctl
● Also some ioctls require the context to be 

in the specific state
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Samsung Exynos Kernel Driver

● This is what our private_data holds:
● npu_queue contain input/output buffer for 

interact to the NPU
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Bug analysis - CVE-2025-23095: Double free

● In __prepare_IMB_info, IMB_info was allocated and assigned to session first
● If session->IMB_size is quite big, it will goto p_err and free the IMB_info but do not 

clean the pointer in session
● Reachable via __vertex_ioctl(VS4L_VERTEXIOC_S_FORMAT_BUNDLE)
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Bug analysis - CVE-2025-23095: Double free

● But this IMB_info could be freed in another function called 
_undo_s_graph_each_state

● At imb_ion_unmap routine, it fetched freed IMB->info from session and freed 
it again
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Bug analysis - CVE-2025-23095: Double free

● Patch by not free IMB_info in p_err code path
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Bug analysis - CVE-2025-23097: OOB write 

● In function __vertex_ioctl, the npu_profile array will be updated for every ioctl
● The type index is userspace passed cmd & 0xff, ranging from 0 to 255
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Bug analysis - CVE-2025-23097: OOB write 

● But this npu_profile array only has 20 items
● If we pass bigger cmds it will cause OOB access and corrupt npu_session
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Bug analysis - CVE-2025-23097: OOB write 

● Patch by check type before access npu_profile 
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Bug analysis - CVE-2025-23098: Race double free 

● In function __vb_unmap_dmabuf, buffer->dma_buf is not cleared after 
unmapping
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Bug analysis - CVE-2025-23098: Race double free 

● Function npu_vertex_unprepare and npu_vertex_flush both can reach 
__vb_unmap_dmabuf

●  But they use different lock, npu_vertex_unprepare use vctx->lock while 
npu_vertex_flush use vctx->vertex->lock

● Which means they can be raced and put twice on same dmabuf
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Bug analysis - CVE-2025-23098: Race double free 

● Patch by NULL it after dma_buf_put
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Bug analysis - CVE-2025-23099: OOB Access

● __vertex_ioctl(VS4L_VERTEXIOC_PREPARE_BUNDLE) -> npu_vertex_prepare -> 
npu_queue_prepare ->  npu_queue_alloc

● It will alloc based on c->count (attacker provided value)
● npu_queue_prepare refuse to alloc if it has NPU_QUEUE_STATE_ALLOC
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● __vertex_ioctl(VS4L_VERTEXIOC_PREPARE_BUNDLE) -> npu_vertex_prepare -> 
npu_queue_prepare

● It will set NPU_QUEUE_STATE_ALLOC to the queue->state

Bug analysis - CVE-2025-23099: OOB Access
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● If we call npu_queue_alloc, first with smaller c->count it will success and set state 
NPU_QUEUE_STATE_ALLOC

● Call npu_queue_alloc second time with larger c->count it will not reallocate again
● It will return 0, and proceed to use newest provided larger c->count

Bug analysis - CVE-2025-23099: OOB Access
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● Patch by return -EINVAL in npu_queue_alloc

Bug analysis - CVE-2025-23099: OOB Access
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Bug analysis - CVE-2025-23100: NULL Pointer DoS

● For a npu_session obj, the out_fence_fd array was inited to -1, and in function 
npu_session_queue, it will allocate a new fd and corresponding npu_sync_file 
object
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Bug analysis - CVE-2025-23100: NULL Pointer DoS

● But after fd_install, user can replace this fd as another file type, and later in 
another branch , it call function npu_sync_update_out_fence with the 
previously created and stored fd in session->out_fence_fd

● Function npu_dma_fence_to_sync_pt didn’t check fence is NULL or not 
before dereference it, leading to NULL pointer DoS
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Bug analysis - CVE-2025-23100: NPU FW DoS 

● Actually this CVE contains two issues, another one is from NPU firmware side
● This one was found by random test, calling VS4L_VERTEXIOC_BOOTUP 

ioctl with different types will make NPU firmware watchdog timeout thus make 
AP also crash.
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Bug analysis - CVE-2025-23101: Arb Free 

● In get_vs4l_profiler_node_child, there’s a child array contains address from 
userspace. In the loop, copy_from_usr_vs4l copy data from user to kernel 
address tmpkp, and update child array to this kernel address
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Bug analysis - CVE-2025-23101: Arb Free 

● In get_vs4l_profiler_node_child, the child array’s size is 3, contains address 
from userspace. In the loop, copy_from_usr_vs4l copy data from user to 
kernel address tmpkp, and update child array to this kernel address

● But it only process 2 in a loop, so child[2] left with user controlled address 
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Bug analysis - CVE-2025-23101: Arb Free 

● With child[2] can be controlled with any address, it will finally reach 
free_vs4l_profiler_node to free all three items in kn->child(kp->node->child)

● This will give us an arbitrary free primitive, which is quite strong for exploit
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Bug analysis - CVE-2025-23101: Arb Free 

● Patch by process 3 instead of 2 in a loop 
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Bug analysis - CVE-2025-23102: Double free 

● In __vb_queue_stop, q->format.formats is freed without clearing the pointer.
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Bug analysis - CVE-2025-23102: Double free 

● This kfree can be reached by VS4L_VERTEXIOC_STREAM_OFF
● Double free can be triggered by calling VS4L_VERTEXIOC_STREAM_ON + 

VS4L_VERTEXIOC_STREAM_OFF in sequence twice.
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Bug analysis - CVE-2025-23102: Double free 

● Patch by set NULL after kfree
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Bug analysis - CVE-2025-23103: OOB Access 

● In npu_queue_update, c is the user provided container list, it uses user 
provided container list count to process a loop, and didn't check if it’s larger 
than the actual queue_list->count
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Bug analysis - CVE-2025-23103: OOB Access 

● It takes q_container that can comes from out-of-bounds, and even it assign 
q_container->count without any check. Then OOB/ARB write could happen
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Bug analysis - CVE-2025-23103: OOB Access 

● Patch by check c->count is not vary before loop
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Bug analysis - CVE-2025-23107: OOB Access 

● In fill_vs4l_buffer, it didn't check if user provided array of buffer in container is 
smaller than the actual size of buffer in queue_list

● In the loop it fetched container from queue_list->containers
● Then get the k from queue_list->containers[i]->count
● Here c is user provided buffer, it use queue_list->count and 

k(queue_list->containers[i]->count) to iterate c and assign values
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Bug analysis - CVE-2025-23107: OOB Access 

● If c->count is smaller than queue_list->count
● Or c->containers[i].count is smaller than k(queue_list->containers[i].count) 
● Then it will lead to ARB read or OOB read.
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Bug analysis - CVE-2025-23107: OOB Access 

● Patch by check c->count is not vary before loop
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Bug analysis Summary

● Overall we discuss 10(11) different bugs in Samsung Exynos NPU now
● Some of them are only exist on specific model of Exynos, such as 

CVE-2025-23101, only exist on Exynos 1380
● Some of them exist on both higher end and lower end models, such as 

CVE-2025-23099 for Exynos 1480 and 2400
● Most of the bugs are exploitable, we will pick two interesting one next as 

example
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Bug exploit - CVE-2025-23101 

● In case you don’t remember this one after 10 bug details, let’s do a recap first
● It’s an arb free bug in get_vs4l_profiler_node_child
● By providing a kernel pointer at child[2], VS4L_VERTEXIOC_PROFILE_ON 

ioctl will free the kernel pointer
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Bug exploit - CVE-2025-23101 

● Can we spray a lot and have a fixed address that always has our targeted 
kernel object? 
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Bug exploit - CVE-2025-23101 

● Can we spray a lot and have a fixed address that always has our targeted 
kernel object? 

● The answer is yes on Android, by repeatedly rebooting and collect kernel 
object address (Thanks Magisk), we are able to find a likely address

● And this address could be model/version/memory independent
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Bug exploit - CVE-2025-23101 

● In the end we choose a socket buffer to free and reclaim as pipe buffer
● Since during our test it’s better to predict this kernel object
● And this object it’s easier to reclaim as pipe buffer
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Bug exploit - CVE-2025-23101 

● Spray socket buffer
● Call the arb free ioctl to free the socket buffer
● Reclaim socket buffer as pipe buffer
● Read from socket buffer to get pipe’s ops
● Use ops to get address of kernel text and selinux_state
● Spray socket buffer again with selinux_state address
● Write pipe buffer to disable selinux
● Use pipe r/w to overwrite libc++.so and hijack init to popup reverse shell
● ….
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Bug exploit - CVE-2025-23101 

● Besides socket buffer, we can also choose page tables
● Spray a lot of page table entries
● Call arb free ioctl to free the page table pages
● Reclaim as aio pages
● r/w PTE from userspace address
● Samsung Exynos do not have physical memory slide
● Overwrite selinux by linear map address
● Overwrite libc++.so and hijack init to popup reverse shell
● …
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Bug exploit - CVE-2025-23099

● In NPU Drivers, we can allocate input queue and output queue for 
communication
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Bug exploit - CVE-2025-23099
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Bug exploit - CVE-2025-23099

● In NPU Drivers, we can allocate input queue and output queue for 
communication with a limited number of queue (NPU_MAX_QUEUE)

● New allocated queue will be placed at inqueue or outqueue array
● Allocate via __vertex_ioctl(VS4L_VERTEXIOC_PREPARE_BUNDLE) -> 

npu_queue_prepare
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Bug exploit - CVE-2025-23099

● npu_alloc_queue let us to alloc a queue with a numbers of containers, each 
containers we can allocate a numbers of buffer
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Bug exploit - CVE-2025-23099

● npu_alloc_queue will skip if we have allocated queue already
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Bug exploit - CVE-2025-23099

● npu_alloc_queue will skip if we have allocated queue already
● But, it’s just return 0
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Bug exploit - CVE-2025-23099

● npu_alloc_queue will skip if we have allocated queue already
● But, it’s just return 0, and it continue to call npu_queue_mapping

// not reach here, ret = 0
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Bug exploit - CVE-2025-23099

● npu_queue_mapping will assign new user controlled numbers of container, 
even if it’s larger than previously allocated container!
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Bug exploit - CVE-2025-23099

● npu_queue_mapping will assign new user controlled numbers of container, 
even if it’s larger than previously allocated container!

● It will also assign new buffer count on each container
● So we can have malformed number of containers, and number of buffers in 

every container
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Bug exploit - CVE-2025-23099

● Primitives #1: Heap OOB read if number of buffer is larger than actual, 
reachable via __vertex_ioctl(QBUF_BUNDLE_CANCEL)
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Bug exploit - CVE-2025-23099

● Primitives #1: Heap OOB read if number of buffer is larger than actual, 
reachable via __vertex_ioctl(QBUF_BUNDLE_CANCEL)

● Primitives #2: If number of container is larger than actual, we can have 
arbitrary read if we control out-of-bounds container
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Bug exploit - CVE-2025-23099

● Primitives #3: Heap OOB 4 byte write if number of buffer is larger than actual, 
reachable via __vertex_ioctl(QBUF_BUNDLE)
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Bug exploit - CVE-2025-23099

● Target heap layout

victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

our_buffers

nq_buffer[0]
nq_buffer[..n]

buffers

nq_buffer[0]
nq_buffer[..n]

buffers

nq_buffer[0]
nq_buffer[..n]

kmalloc-1024
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Bug exploit - CVE-2025-23099

● Target heap layout
● Heap OOB write can write victim 

containers[0].buffers_ptr from 
our_buffer

victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

our_buffers

nq_buffer[0]
nq_buffer[..n]

buffers

nq_buffer[0]
nq_buffer[..n]

buffers

nq_buffer[0]
nq_buffer[..n]

kmalloc-1024
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Bug exploit - CVE-2025-23099

● Target heap layout
● Heap OOB write can write victim 

containers[0].buffers_ptr from 
our_buffer

● But it only can write first 4 bytes

victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

our_buffers

nq_buffer[0]
nq_buffer[..n]

buffers

nq_buffer[0]
nq_buffer[..n]

buffers

nq_buffer[0]
nq_buffer[..n]

kmalloc-1024
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Bug exploit - CVE-2025-23099

victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

our_buffers

nq_buffer[0]
nq_buffer[..n]

victim_buffers

nq_buffer[0]
nq_buffer[..n]

2nd_victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

kmalloc-1024

kmalloc-512

● Target heap layout
● Heap OOB write can write victim 

containers[0].buffers_ptr from 
our_buffer

● But it only can write first 4 bytes
● Using OOB read we can read 

containers[0].buffers_ptr
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Bug exploit - CVE-2025-23099

victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

our_buffers

nq_buffer[0]
nq_buffer[..n]

victim_buffers

nq_buffer[0]
nq_buffer[..n]

2nd_victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

kmalloc-1024

kmalloc-512

● Target heap layout
● Heap OOB write can write victim 

containers[0].buffers_ptr from our_buffer
● But it only can write first 4 bytes
● Using OOB read we can read 

containers[0].buffers_ptr
● Using OOB write 4 byte we change 

buffers_ptr to the second_victim_container
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Bug exploit - CVE-2025-23099

victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

our_buffers

nq_buffer[0]
nq_buffer[..n]

2nd_victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

kmalloc-1024
kmalloc-512

● Using victim_containers, we can modify 
second_victim_containers[0].buffers_ptr

● We still only have 4 byte write
● But we can change containers[0].buffers_ptr 

to the next 4 byte using our_buffers OOB 
write

● So we have 8 bytes control on 
2nd_victim_containers[0].buffers_ptr
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Bug exploit - CVE-2025-23099

victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

our_buffers

nq_buffer[0]
nq_buffer[..n]

2nd_victim_containers

containers[0].buffers_ptr
containers[..n].buffers_ptr

kmalloc-1024
kmalloc-512

● So we have 8 bytes control on 
2nd_victim_containers[0].buffers_ptr

● Using the same path code as previous 
primitives, with controlled buffers_ptr we 
achieve full 8 byte kernel read/write 
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Bug exploit - CVE-2025-23099 Demo
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Conclusion

● New SoC and drivers are always come with new bugs
● Mitigations need align with all models to take effect
● Fragmented source management is more vulnerable
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Timeline

● Found bugs and write exploits at late 2024
● Report all bugs to Samsung at Dec 2024
● During the fixing process

○ Samsung claimed that all these bugs are not eligible for ISVP because Exynos are not 
Samsung but Samsung DS (a different company)

○ As Samsung DS is a different company and DS PSIRT operates their own Bug bounty 
program, Samsung Mobile Security does not and can not handle issues if Exynos bugs

○ In the end Samsung DS reward us 1~3K for each report, depends on affect range and exploit 
● Samsung DS fixed all the 13 bugs at June 2025
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