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Brief Overview of Kernel Streaming
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What is Kernel Streaming ?

ÅMicrosoft -provided services that support kernel -mode processing of 

streamed data

ÅLow latency

ÅEfficient data processing

ÅUnified Interface

ÅHigh extensibility
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What is Kernel Streaming ?

ÅMicrosoft provides 3 multimedia class driver models

ÅPort class

ÅAudio device

ÅAVStream

ÅIntegrated audio/video streaming

ÅStream class
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How to interact with a device? 
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Open KS Devices

ÅKsOpenDefaultDevice

ÅOpens a handle to the first device that is listed in the specified Plug and 

Play (PnP) category
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KS Object
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KS Object

ÅOnce the devices are opened, Kernel Streaming creates these KS Objects

ÅKS Filter

ÅKS Pin

Åĺ

ÅEach KS Object encapsulates some hardware functions
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KS Filter
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https://learn.microsoft.com/en -us/windows -hardware/drivers/audio/audio - filters
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KS Pin
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Interact with KS Device

ÅDevice State is a KS property

ÅUse IOCTL_KS_PROPERTY to get or set it

Å Read/Write Data

ÅUse IOCTL_KS_READ_STREAM to read data

ÅUse IOCTL_KS_WRITE_STREAM to read data
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Kernel Streaming Architecture 
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Kernel Streaming Architecture
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Kernel Streaming Architecture
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ksthunk.sys

ÅKernel Streaming WOW Thunk Service Driver 

ÅEntry point of Kernel Streaming

ÅFor backward compatibility

ÅIf the request process is WoW64

ÅTransfer 32-bits to 64 -bit request
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Kernel Streaming Architecture
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ks.sys

ÅKernel CSA library

ÅOne of the main components of Kernel Streaming

ÅProvides interface for Kernel Stream

ÅHandle AVStream
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Review the vulnerabilities 
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Proxying to Kernel
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Proxying to Kernel
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CVE-2024 -35250

Arbitrary call



After we found Proxying to Kernel
We decided to dive into Kernel Streaming
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The result

ÅFrom the end of 2023 December to 2024 December 

ÅWe found more than 20 vulnerabilities

ÅAround 14 vulnerabilities are related to AVStream

ÅMost of the issues occur while it is handling frames .
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Kernel Streaming Frame
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What is KS Frame?

ÅIn the Windows kernel, Kernel Streaming (KS) allocates KS frames to carry 

streaming data such as video or audio
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What is KS Frame?

ÅIn the Windows kernel, Kernel Streaming (KS) allocates KS frames to carry 

streaming data such as video or audio

ÅThe frame buffer inside the KS frame stores the actual image or audio data
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What is KS Frame?

ÅMost frame buffers are described by a Memory Descriptor List (MDL) that 

maps their physical memory
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What is MDL

ÅMDL (Memory Descriptor List) is a kernel-mode structure used in Windows 

to describe the physical pages backing a virtual memory buffer

ÅEnables kernel components and drivers to perform direct memory 

access (DMA) or safe buffer passing
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What is MDL

Frame Buffer

MappedSystemVa

StartVa

ByteCount

é

MDL

PFN 1

PFN 2

Virtual Address in Kernel

Physical Memory

Image Buffer

Virtual Address in User Space

User Space

Kernel Space



How to Read Streams from Webcam
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How to Read Streams from Webcam
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Open Device

Create Pin

Set Device State

Read Stream
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How to Read Streams from Webcam
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Open Device
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How to Read Streams from Webcam
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How to Read Streams from Webcam



How to Read Streams from Webcam
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Read Streams Work Flow
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Read Streams Work Flow
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Read Streams Work Flow
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Read Streams Work Flow

ks.sys

Image Buffer

0x42420000

Frame Buffer

0xffffa981b3598000

RAM

MDL

MappedSystemVa

StartVa

ByteCount

é

IRP

Kernel SpaceUser Space



57

Read Streams Work Flow
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Read Streams Work Flow

..         ,              şş

KS Frame 1

FrameBuffer

FrameBufferSize

MDL

é

KS Frame 2

FrameBuffer

FrameBufferSize

MDL

é

KS Frame 3

FrameBuffer

FrameBufferSize

MDL

é

CKSQueue



Read Streams Work Flow
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IOCTL InputBuffer
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User Space

Kernel Space

IOCTL InputBuffer

KSSTREAM_HEADER 1 

FrameExtent

Data

é

KSSTREAM_HEADER 2

FrameExtent

Data

é

KSSTREAM_HEADER 3

FrameExtent

Data

é

IRP

MDL 1

MappedSystemVa

StartVa

ByteCount

é

MDL 2

MappedSystemVa

StartVa

ByteCount

é

MDL 3

MappedSystemVa

StartVa

ByteCount

é

KS Frame 1

FrameBuffer

FrameBufferSize

MDL

é

KS Frame 2

FrameBuffer

FrameBufferSize

MDL

é

KS Frame 3

FrameBuffer

FrameBufferSize

MDL

é

CKsQueue



New Bug Classes in Kernel Streaming
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MDL Cache Buffer Overflow
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MDL Caching Mechanism
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MDL Caching Mechanism

ÅIf the OptionsFlags is set to 0x8000 or 0x10000

ÅIt will use MDL caching mechanism to handle MDL and frame buffer
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MDL Caching Mechanism

ÅIf the OptionsFlags is set to 0x8000 or 0x10000

ÅIt will use MDL caching mechanism to handle MDL and frame buffer

ÅFrame buffer & MDL cached after use -> Store in a list
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MDL Caching Mechanism

ÅIf the OptionsFlags is set to 0x8000 or 0x10000

ÅIt will use MDL caching mechanism to handle MDL and frame buffer

ÅFrame buffer & MDL cached after use -> Store in a list

ÅWhen the same buffer is used again as an image buffer, the cached 

MDL and frame buffer are reused
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MDL Caching Mechanism
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MDL Caching Mechanism
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MDL Caching Mechanism
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MDL Caching Mechanism
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MDL Caching Mechanism
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MDL Caching Mechanism
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MDL Caching Mechanism
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MDL Caching Mechanism
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MDL Caching Mechanism
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It only check address of buffer !?
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MDL Cache Buffer Overflow
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MDL Cache Buffer Overflow
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MDL Cache Buffer Overflow
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0x20000
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MDL Cache Buffer Overflow
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