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Brief Overview of Kernel Streaming
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What Is Kernel Streaming ?

A Microsoft -provided services that support kernel-mode processing of
streamed data
A Low latency
A Efficient data processing
A Unified Interface

A High extensibility
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What Is Kernel Streaming ?

A Microsoft provides 3 multimedia class driver models
A Port class
A Audio device
A AVStream
A Integrated audio/video streaming

A Stream class

DE\/CORE
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Open KS Devices

A KsOpenDefaultDevice
A Opens a handle to the first device that is listed in the specified Plug and

Play (PnP) category

hr = KsOpenDefaultDevice(KSCATEGORY VIDEO CAMERA,
GENERIC_READ | GENERIC_WRITE, &g hDevice);
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KS Object
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KS Object

A Once the devices are opened, Kernel Streaming creates these KS Objects
A KS Filter
A KSPin
Al

A Each KS Object encapsulates some hardware functions
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KS Filter

Data In Data Out

Filter Factory
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- https://learn.microsoft.com/en -us/windows -hardware/drivers/audio/audio -filters



KS PIn

Source PiIn

Data In Data Out

Filter Factory

https://learn.microsoft.com/en -us/windows -hardware/drivers/audio/audio -filters

Sink Pin

DE\/CORE

18



Interact with KS Device

A Device State is a KS property
A Use IOCTL KS PROPERT get or set it

A Read/Write Data
A Use IOCTL KS READ STREAR® read data
A Use IOCTL KS WRITE STREAR® read data

DeviceIoControl(hPin, IOCTL_KS PROPERTY, &pinProp, sizeof(pinProp),
&state, sizeof(state), &cbReturned, NULL);
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Kernel Streaming Architecture
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Kernel Streaming Architecture

User Mode

Kernel Mode

/O Manager

' KSFilter |
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Kernel Streaming Architecture

Application
User Mode
Kernel Mode
/O Manager |
I |
: |
'| mskssrv drmk mspclock S |
oo !
' | Audio Filter AVStream &
] | §
| : portcls ks & ks.sys
] 5 §
11 [ HdAudio usbvideo '
: | 11
|1 11
|1 11
|1 11
|1 11
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Ll KS Filter |,
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ksthunk.sys

A Kernel Streaming WOW Thunk Service Driver -

A Entry point of Kernel Streaming

Structure 32
A For backward compatibility

A If the request process is \Wo\W64
A Transfer 32-bits to 64 -bit request

Structure 64
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Kernel Streaming Architecture

Application
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KS.SYS

A Kernel CSA library
A One of the main components of Kernel Streaming

A Provides interface for Kernel Stream
A Handle AVStream
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Review the vulnerabilities
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Proxying to Kernel
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Proxying to Kernel
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CVE-2024-35250

__inte4 _ fastcall CKSThunkDevice: :CheckIrpForStackAdjustmentNative( inté64 al, struct IRP *irp, _ int64 a3, int *a4)
{

if ( *(_OWORD *)&Type3InputBuffer->Set == *(_ OWORD *)&KSPROPSETID DrmAudioStream
&& !type3inputbuf.Id

&& (type3inputbuf.Flags & 2) != 0 ) // KSPROPERTY_TYPE SET
{
if ( irp->RequestorMode )
{
vlid = 9x(C0e0eolo;
1
J
else Arbitrary call
UserBuffer = (unsigned int *)irp->UserBuffer;
vld = (*(_int64 (__ fastcall **)( QWORD, QWORD,  int64 *))(Type3InputBuffer + 0x38))(// call Type3InputBuffer+0x38
*UserBuffer,
OLL,
v19);
}
}
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After we found Proxying to Kernel
We decided to dive into Kernel Streaming
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The result

A From the end of 2023 December to 2024 December
A We found more than 20 vulnerabilities
A Around 14 vulnerabilities are related to  AVStream

A Most of the issues occur while it is handling  frames .
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40



Kernel Streaming Frame
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What i1s KS Frame?

A In the Windows kernel, Kernel Streaming (KS) allocates KS frames to carry

streaming data such as video or audio

/ KS Frame \

FrameBuffer
FrameBufferSize Frame Buffer

MDL
é

L v
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What i1s KS Frame?

A In the Windows kernel, Kernel Streaming (KS) allocates KS frames to carry
streaming data such as video or audio

A The frame buffer inside the KS frame stores the actual image or audio data

/ KS Frame \

FrameBuffer
FrameBufferSize
MDL

e

L v

DE\/CORE

43



What i1s KS Frame?

A Most frame buffers are described by a Memory Descriptor List (MDL)  that

maps their physical memory

MDL

MappedSystemVa
StartVa
ByteCount

é

PFN 1
PFN 2 -
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What 1s MDL

A MDL (Memory Descriptor List) is a kernel-mode structure used in Windows
to describe the physical pages backing a virtual memory buffer
A Enables kernel components and drivers to perform  direct memory

access (DMA) or safe buffer passing
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What is MDL

Irtual Address In User Space

User Space

AY

_ _ | Kernel Space
Virtual Address In Kernel

L4

Frame Buffer [|--..
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How to Read Streams from Webcam

@ T
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How to Read Streams from Webcam

— (cOpenDefaulDevice X510

Create Pin KsCreatePnDevic XRPIn

|

Set Device State

|

Read Stream
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How to Read Streams from Webcam

Open Device DeviceloContrdhPinlIOCTL _KS PROPBERXY0

Set Device State .

Read Stream
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How to Read Streams from Webcam

Open Device DeviceloContr¢ghPinlIOCTL_KS READ_STREXN)

|

Create PiIn

Set Device State

Read Stream \./
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How to Read Streams from Webcam

typedef struct
ULONG Size;
ULONG TypeSpecificFlags;
KSTIME PresentationTime;
LONGLONG Duration;
ULONG FrameExtent;
ULONG DataUsed;
PVOID Data;
ULONG OptionsFlags;
ULONG Reserved;
KSSTREAM HEADER, *PKSSTREAM HEADER;

DE\/CORE



How to Read Streams from Webcam

DE\/CORE

typedef struct

ULONG Size;
ULONG TypeSpecificFlags;
KSTIME PresentationTime;

LONGLONG Duration;

ULONG FrameExtent; | Buffer Size

ULONG DataUsed;
Frame Buffer
ULONG Reserved;

KSSTREAM _HEADER, *PKSSTREAM HEADER;




Read Streams Work Flow

User Space ! Kernel Space
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Read Streams Work Flow

User Space ! Kernel Space

|IOCTL_KS_READ_STREAM

/O Manager |

Application

d

/KSSTREAM_H EADER\

FrameExtent
Data

Image Buffer

0x42420000
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Read Streams Work Flow

User Space ! Kernel Space

|IOCTL_KS_READ_STREAM
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Read Streams Work Flow

Image Buffer
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Read Streams Work Flow

Image Buffer
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Read Streams Work Flow

CKSQueue




Read Streams Work Flow

Usbvideo worker
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|IOCTL InputBuffer

( KSSTREAM HEADER 1 \ [ KSSTREAM HEADER 2 \ [ KSSTREAM HEADER 3 \
FrameExtent FrameExtent FrameExtent
Data Data Data
e e e
g J N\ J \_ J
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|IOCTL InputBuffer

( KSSTREAM_HEADER 1 \ / KSSTREAM_HEADER 2 \ / KSSTREAM_HEADER 3 \
FrameExtent FrameExtent FrameExtent
Data DEIE] Data
e e e
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|IOCTL InputBuffer

( KSSTREAM_HEADER 1 \ / KSSTREAM_HEADER 2 \ / KSSTREAM_HEADER 3 \
FrameExtent FrameExtent FrameExtent
Data DEIE] Data
e e e
\ Y, \_ J \_ Y,

User Space

Kernel Space

KS Frame 1 KS Frame 2 KS Frame 3

FrameBuffer FrameBuffer FrameBuffer

FrameBufferSize FrameBufferSize FrameBufferSize
MDL MDL MDL
e e e

CKsQueue



|IOCTL InputBuffer
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/ KSSTREAM_HEADER 2 \

( KSSTREAM_HEADER 3 \

\_

Y

\_

Y

\_

Y

CKsQueue

User Space

Kernel Space

FrameExtent FrameExtent FrameExtent
Data Data
e e
\_ y \_ J
[ MDL 2 \ f MDL 3 \
MappedSystemVa MappedSystemVa 4 MappedSystemVa
StartVa StartVa StartVa
ByteCount ByteCount ByteCount
& € 4 & < 4 & < 4
/ KS Frame 1 \ / KS Frame 2 \ / KS Frame 3 \
FrameBuffer FrameBuffer FrameBuffer
FrameBufferSize FrameBufferSize FrameBufferSize
MDL MDL MDL
e e e



M

New Bug Classes In Kernel Streaming
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MDL. Cache BuffterrQverflow
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MDL Caching Mechanism
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MDL Caching Mechanism

A If the OptionsFlags is set to 0x8000 or 0x10000

A It will use MDL caching mechanism to handle MDL and frame buffer

DE\/CORE
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MDL Caching Mechanism

A If the OptionsFlags is set to 0x8000 or 0x10000

A Frame buffer & MDL cached after use  -> Store in a list

DE\/CORE
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MDL Caching Mechanism

A If the OptionsFlags is set to 0x8000 or 0x10000

A When the same buffer is used again as an image buffer, the cached

MDL and frame buffer are reused
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MDL Caching Mechanism

User Space ! Kernel Space
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MDL Caching Mechanism

Image Buffer
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MDL Caching Mechanism
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MDL Caching Mechanism
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MDL Caching Mechanism

User Space ! Kernel Space
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MDL Caching Mechanism

User Space ! Kernel Space
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MDL Caching Mechanism

User Space ! Kernel Space
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MDL Caching Mechanism
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MDL Caching Mechanism

User Space ! Kernel Space
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It only check address of buffer !?
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MDL Cache Buffer Overflow
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MDL Cache Bufter Overtlow
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MDL Cache Bufter Overtlow
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MDL Cache Buffer Overflow

User Space ! Kernel Space
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