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https://github.com/jpillora/chisel
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Chisel Server

Chisel Server: V547 b o DEHREZETEAISICHYET,
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Chisel Client
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2 Local Port Forwarding - Scenario A

Redirect all connections received on Jerry-PC at port 8080 to Website on port 80.
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112,16 .10.150%0 — - 192.163.10X:F080 — > MAI6ENXFO = 19216 %1X:50



https://docs.google.com/file/d/1B7Xfyskkx_ZKG9hH-IAXVTIpt8EttOAW/preview
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Remote Port Forwarding

"Redirect all connections received on Jerry-PC at port 5555 to Attacker-PC at port 4444

192.16%.1.2/29

192161014444 < 192,16 €.10 X 4444 < 1121631 X5555 <— 19216 215555



https://docs.google.com/file/d/1cpzTlIh3Sjo_Ym599efiBzUOGG5TIQo7/preview
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https://github.com/nicocha30/ligolo-ng
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Ligolo-ng

Ligolo-ng is a simple, lightweight, and fast tool for pentesters

It allows establishing tunnels from a reverse TCP/TLS connection using a tun interface (no
need for SOCKS).

Instead of using a SOCKS proxy or TCP/UDP forwarders, Ligolo-ng creates a userland network
stack using Gvisor.

Packets sent to this interface are translated and then transmitted to the agent’s remote

network.

Source:



https://docs.google.com/file/d/1rp41EyR91WF__Hik-qHkWo1YqSX7k-I9/preview
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Ease of 'Use

Detection
Evasion
Tunneling
Method

NAT Traversal

Resource
Usage
Cost

Medium, requires setup

High, blends with
normal traffic

Not limited to SOCKS
(full TCP tunneling)
Excellent, usually
bypasses restrictions
Low

Free

Véry easy, minimal config

Very high, mimics HTTP/S
SOCKS proxy-based
Good, but less flexible
Low

Free

Varies, can be complex
(Metasploit, Cobalt Strike)
Medium, often flagged by
security tools

Mostly SOCKS (Metasploit,
Cobalt Strike, SSH)

Limited, requires extra setup
(Metasploit, SSH)

Medium to high (Metasploit,
Cobalt Strike)

Can be expensive if using a Pro
version.
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https://github.com/franc205/pivoting-lab
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