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Discovery
▪ November 2023

Distribution 
▪ SMS
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Technical analysis

Attack scenario overview 
▪ Malicious Progressive Web Apps

• Android, iOS

▪ Malicious WebAPK
• Android

▪ NGate

Source: https://x.com/michalblaha/status/1744653594358395147
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Technical analysis

NGate
▪ Phishing

• Account info, PIN

• C&C

• JavaScript interface

▪ NFCGate tool
• Secure Mobile Networking Lab at the 

Technical University of Darmstadt in 
Germany 

• Capture, relay, replay, clone

▪ Video demo

Source: https://github.com/nfcgate/nfcgate/wiki



Other attack scenarios

NFC tags
▪ UID Mifare 

Contactless payments
▪ limited



Prevention

Official app stores

RFID blocker

Mobile wallet apps



Questions?



Thank you.
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