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& Arrest in March 2024
= 160,000 Czech korunas (6,000 Euros)

e The last three victims

& Discovery
= November 2023

@ Distribution
= SMS
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Sends SMS with PWA phishing link

Installs malicious app

Phished banking credentials

Calls victim pretending to be a bank employee

Informs them about a security incident

Requests that the victim change the PIN and verifies card
via malicious Android app

Sends SMS with link to download NGate malware
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Phished PIN and NFC traffic from payment card



Technical an

& Attack scenario overview

= Malicious Progressive Web Apps
 Android, iOS

= Malicious WebAPK
e Android

= NGate

11:26 20 ( 10:29 7 il

4 Messages

()} 25 george-bank-cz.online

S CESKAS
tESKﬂ 5 sporitelna

spofitelna

Je potreba aktualizace
aplikace ,George Cesko”

Verze vasi aplikace je zastarala a
mUze pracovat nespravné. Prosim,
aktualizujte aplikaci.

Velikost: 46 MB

Verze aplikace je zastarala a brzy prestane
fungovat! Pro pokracovani v pouZivani

Aktualizovat

Zrusit

.George"” doporucujeme nainstalovat

nejnoveéjsi verzi aplikace. G e 0 rg e I D

B Google Play pve gpllkace se spo;uuwdo’ |
jedne a budeteimoci prihlasit
se a autorizovat operace

se a-autorizovat operade
primo z aplikace George ID.

pfimo z aplikace Georgq
Zjistéte vice Zjistete vice
& csas.my-cz.site

(h an

Source: https://x.com/michalblaha/status/1744653594358395147




Technical analysis

@lavascriptInterface

public wvoid setMode(final String tokenM, String mode, int session, int port, String host) |
BaseMetworkFragment.this.token = tokenM;
BaseNetworkFragment.this.token = Settings.Secure.get5tring(BaseNetworkFragment.this.getContext().getContentResolver(), "android id");
SharedPreferences prefs = PreferenceManagerFix.getDefaultsharedPreferencesiBaseNetworkFragment.this.getlActivity() )

prefs.edit().putString(“session™, String.valuelfisession)).putString("port”, String.valuelfiport)).putString{"host™, host).applyvi);
if {mndF.equals{"PeadEP"}} i

BaseNetworkFragment.this.onSelectitrue);
 else if (mode.equals("tag”)) {

BaseNetworkFragment.this.onSelectifalse);
r else |

BaseNetworkFragment.this.reset();

h

new Handleri(Looper.getMainLooper()).post{new Runnable() { // from closs: de.tu_dormstodt.seemoo.nfcgote.gul.frogment.BoseNetworkFrogmen
@verride // jova.lang.Runnoble
public woid runi) {
try {
JS50NObject jsonObject = new J1SONObject();
jsonObject.put("token™, tokenM);
jsonObject.putiNotificationCompat.CATEGORY _EVENT, "setMode™);
String jsonString = jsonObject.toString();
BaseMetworkFragment.this.webview.loadUrli{"javascript:eventResponse('" + BaseNetworkFragment.this.token + "', 'setMode')™);
Log.d{"uerbrt™, jsonString);
+ catch (JSONException e) |
throw new RuntimeException(e)};
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Technical analysis

& NGate
= Phishing

 Account info, PIN

e C&C
e JavaScript interface D
= NFCGate tool
e Secure Mobile Networking Lab at the “ “
A

Technical University of Darmstadt in S , , , S
e Optional: Man-in-the-Middle S’
Germany \_\-_—-_f/ APDU Processing on an \\-:-l'_"

ordinary computer

e Capture, relay, replay, clone
" VVideo demo NFC Reader

Source: https://github.com/nfcgate/nfcgate/wiki



Other attack scenarios

& NFC tags
= UID Mifare

& Contactless payments
" [imited



Prevention

& Official app stores
& RFID blocker
& Mobile wallet apps
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@ eT Digital Security
Progress. Protected.

Thank you.
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