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What is AntiDebugSeeker

This is a program for automatically identify and extract potential anti-

debugging techniques used by malware and displaying them in /
Ghidra.

The main functionalities of this plugin are as follows:

1.Extraction of APIs that are potentially being used for anti-debugging
by the malware.

2.Using multiple keywords, anti-debugging techniques are extracted.

X For packed samples, running this plugin after unpacking and fixing
the Import Address Table is more effective.

© 2024 LAC Co., Ltd.



The motivation behind developing this tool

Malware Analysis Flow

!

l IDA_AntiDebugSeeker-v1.2 (=)

takatake-code released this yesterday © v1.2 -0 32afb4s (&

Ghidra_AntiDebugSeeker-Ver1.2 (=0

takatake-code released this yesterday © vi1.2 o 1e755d3 &
© 2024 LAC Co., Ltd. 5



Demo: IDA version of AntiDebugSeeker



DEMO =

Malware : Ursnif

MD5 : 4dal11c829f8fealb690f317837af8387 (Packed)
MDS5 : 952d604345e051fce/76729ccb63bde82 (Unpack)

The flow of a demo
@A type of anti-analysis leads to the termination of the process.

@Using AntiDebugSeeker to find anti-analysis features.
@ Apply patches using a debugger.



acker Vie

fl %5 Refresh {3 Options | #8 Find handles or DLLs

Processes Services Network Disk

#* System information

s X

Name

(¥ svchost.exe
(¥ svchost.exe
(%] svchost.exe
(¥ svchost.exe
(¥ svchost.exe
(¥ svchost.exe
@ spoolsv.exe
(] svchost.exe
(¥ svchost.exe
4 vmtoolsd.exe
(%5 vm3dservice.exe

ygwin

(%] dllhost.exe
¢ msdtc.exe

& svchost.exe

(¥ svchost.exe
(% svchost.exe
(%] svchost.exe
[ |sass.exe
(¥ csrss.exe
v = Jwinlogon.exe
[ dwm.exe
v r explorerexe
E MSASCuil.exe
8 vmtoolsd.exe
@ OneDrive.exe
‘® ProcessHacker.exe
) sakura.exe

[+l vm3dservice....
[+ VGAuthService....

¢4 Searchindexer.e..

PID CPU I/Otot..
80
272 0.18 2.16k..
684 88 B/s
1160 0.02 568 B/s
1332
1388
1508
1864
1892
1900 0.09 9658/s
1908
2084
1920
2372
2652
512
348
1364
3032
6560
624
492
564
884
3292
1680
124 0. 684 B/s
6288
1468
7016

Private...
8.97 MB
1344 ..
1252 ..
6.36 MB
232 MB
1.88 MB
54 MB
9.19 MB
6.26 MB
6.67 MB
14 MB
1.52 MB
2.65 MB
3.77 MB
246 MB
1.74 MB
28.05 ..
643 MB
1.59 MB
153 MB
467 MB
191 MB
3.65 MB
111.38..
302.07..
281 MB
20.14 ..
16.94 ..
17.59 ..
3.89 MB

User name
.¥LOCAL SERVICE
.¥LOCAL SERVICE
NT AUT.¥SYSTEM
-¥NETWORK SER\
.¥LOCAL SERVICE
.¥LOCAL SERVICE
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
~¥NETWORK SER\
.¥LOCAL SERVICE
NT AUT.¥SYSTEM
DESKTO..¥Win10
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
Windo..¥DWM-1
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10

Description

Windows ¥-EADKA..
Windows Y-EADKA..
Windows Y-EADKA..

Windows Y-EADRA..

Windows Y—FADA..
Windows Y—EADKA...
2= VIIATET T
Windows ¥ -EADKA..
Windows H—EADRA...
VMware Tools Core Se...
VMware SVGA Helper ...
VMware SVGA Helper ..
VMware Guest Authen...

COM Surrogate
Microsoft &NV ...

Windows J—FADHA...
Microsoft Windows Se...
Windows Y-FADKA...
Windows Y-FZADHA...
Windows ¥-EADKA...
Local Security Authorit...
IHATIE V=I=515..
Windows DAY 77)..
FAIMT D4R R

I9A70-5-

Windows Defender no...
VMware Tools Core Se...

Microsoft OneDrive
Process Hacker
YI31745

& CPU Usage: 4.36% Physical memory: 1.28 GB (31.98%) Processes:

rocmon - 3—h

ursnif

-3 B/
> ursnif

#* 9499 TOER .
W 7277 N

& 990-F

Sl =P

ursnif.exe

Noriben-master
plugins
plugins

@ OneDrive

@ rC

o FuhT-7




files x64dbg.exe - ¥
vk

Cygwin64 Terminal desktop.ini
*9 b
o
Firefox desktop.ini

b

DA Pro 83 (32-bit

ﬁi“!

DA Pro 83 (64-bit)

dnSpy.exe - Ya-h
bl

2

ProcessHacker.exe
- ¥3-Mvk

S

srocexpbd - U3-h
Aok

,:E.
ow
Procmon - 3-h
Nk

files

Nenben

plugins

plugins

@ OneDrive

ursnifexe

ursnif




The Analysis result of IDA-AntiDebugSeeker

Detected Function List £ Wi Debug Detection Resu Detected Function List MWt Debug Detection Rest @ [©] He:x “igw—1
n‘.a‘rennm MName Possihle Anti-Debhua APl Address

|Searl3h--- Analysis Environment Check SetupDiGetClassDewvs A
Analysis Environment Check SetupDiEnumlevicelnfo 401043
sub 401000 ‘\ Analysis Environment Check =etupDiGetDeviceRegistryPr-- PDxd01062
N Analysis Environment Check SetupDiGetDeviceRegistryPr-- BPxd01 068
SetupDiEnumDevicelnfo @naly‘ais Environment Check SetupliGetDeviceReagistryPr - JUx401092
SetupDiGetClassDevsa Check Inwalld Dlose ., Creeplon wloser anae 0x401410
SetupDiGetDeviceRegistryPropertyA Check Invalid Close—> Exception ClossHandle Ox401419
SetupDiGetDeviceRegistryPropertyA Check Invalid Close—> Exception CloseHandle Ox401 4 E
SetupDiGetDeviceRegistryPropertyA User Interaction Check GetCursorlnto 0401618
\ Sdetected) : :
Check Invalid Close—> Exception CloseHandle D01 707
sub 401395 Time Check Sleep D401 84F
N Check Invalid Close—> Exception CloseHandle 0401850
Check Invalid Close—>Exception CloseHandle D401 8940
Time Check Slesp Ux401948
. . temory Manipulation YirtualProtectBEx DxA01 957
It was determined that the function I R
temory Manipulation YirtualProtectBEx 0401500
SUb—4O 1000 has Memory Manioulation YirtualProtectEsx U301 411
T H L ey L e e SEORUMAE LN YY1 EY D401 B35S
antl debugglng features' Thread Exscute ResumeThread U021 70
| Ime Uheck +harminglel bect D:A0217E
Getcursorinfo Thread Manipulation - -ad DxA02191
CloseHandle Thread Exscute
CloseHandle Time Checkl :
CloseHandle Thread Manipulatior
Thread Execute
(7detected) Check Invalid Close
Check Invalid Close

© 2024 LAC Co., Ltd. 10



Comment Function

eax, large fs:38h ; NtGlobalFlag check - The code is checking the NtGlobalFlag wvalue at offset 8x68 from the Process Environment Bleck.
; The value 78 is the sum of FLG_HEAP ENABLE TAIL CHECK (@x1@), FLG HEAP ENABLE FREE CHECK (@x28), and FLG_HEAP VALIDATE PARAMETERS (@x4@).
esp, 438h
byte ptr [eaxt68h],
esi
edi
short loc 4BFFE2

— — —
@ LA L WAL Y k] L0 ) I N e e ALY ) L e

e —— n =0 L |

loc_402D52
edi ; hTemplateFile

86h ; dwFlagsAndAttributes

3 ; dwCreationDisposition
edi ; lpSecurityAttributes

1 ; dwShareMode

30000000h ; dwDesiredAccess | Opened Exclusively Check - CreateFile is attempting to exclusively IF!H'!!S'UHH'!!!EU!EE!!'F!!E

; If it fails to do so, it deduces that a debugger may already have it open exclusivelyl If the dwShareMode argument of CreateFile is @, this is highly likely.
ebx, OFFFFFFFFh
eax ; lpFileName
[ebp+CreationTime.dwlLowDateTime], ebx
[ebp+CreationTime.dwHighDateTime], ebx

ds:CreateFileA
[ebp+hObject], eax

| .text:0040218E push dword ptr [edi+4] ; hThread

ebp

ebp, esp

eCx

eax, large fs:38h ; BeingDebugged check - The BeingDebugged field in the Process Environment Block (PEB) indicates whether the current process is being debugged or not.
cax, bytc ptr [caxi2]

eax, eax

byte ptr [ebptvar_4]

[ebptvar_4], ©

short loc_48182E




Extra Function - Edit Config File -

File Edit Jump Search View Debugger Lumina Options Windows Help
th €~ NMH B A DO @#ddeh F-#F e X > O O Nodebuser v| % @I E
: i=m

Library function Il Regular function Il Instruction Data Unexplored External symbol B Lumina function

7] Functions 0 & x 1| IDA View-4 B @B Detected Function List ¥ Anti Debue Detection Results @) Hex View-1 Al Structres

nction name ~

=
.text:00401706
.text:00401706 loc_401706: 3 hObject
.text:00401706 push esi
: sub_401240 .text:00401707 call ds:CloseHandle ; Check Invalid Close->Exception
sub 40132C 'J ¥
sub 401395 s =
.text:0040170D
.text:0040170D loc_40170D:
.text:0040170D cmp [esp+78h+1pszShortPath], ebx
.text:00401711 jz short loc_401724

sub 401A1B 1
sub 401 AFE Y
| sub 401BAB
1 sub 401C4A call sub_401000
sub 401E44 .text:00401718 cmp eax, ebx
sub 401F31 .text:0040171A jz short loc_401724
flsub 402088
sub 402215
, 4023 il st =
: 23@332423 .text:00401724
sub 402678 .text:00401724 loc_401724:
1 sub 4026 BA .text:00401724 call sub_40144C
7] sub 402779 .text:00401729 mov ecx, dword_407664
5 L scoo .text:0040172F xor ecx, eax
.text:00401731 push ecx 3 ResultlLength
.text:00401732 mov dword_4075D4, eax
.text:00401737 call sub_402A98
.text:0040173C mov dword_407628, eax
.text:00401741 cmp eax, ebx
.text:00401743 jnz short loc_40175D

[
v

3

Line 2 of 102

fh, Graph overview

(7,4337) (420,288) 00000B13 00401713: sub 401571+1A2 (Synchronized with Hex View-1)

for pattern NtQuerySystemInformation_KD_Check.

for pattern Extract_Resource_Section.

for pattern Commucate_function_String.

for pattern Commucate_function.
AntiDebugSeeker terminated.
Edit anti_debug.config : Switch Other tab and Press Ctrl+Shift+E.
Checking the recursive calls : sub 401000




Introduction to configuration files



Files Required to Run the Program

C:¥Program Files¥IDA Pro 83¥plugins
Fa
N EW BB £33 T4
bochs 2023/09/07 0:29 JrAl F#)7-
hexrays_sdk 2023/00/07 9:29 Jrall I#)A-
Iconengines 2023/09/07 29 P 0 T e
imageformats 2023/00/07 9:29 Jrall I#)A-
L platforms 2023/09/07 29 P 0 T e
printsupport 2023/00/07 9:29 Jrall I#)A-
sqldrivers 2023/09/07 29 P 0 T e
styles 2023/09/07 0:29 JrAl F#)7-
anti_debug.config 2023/09/07 %22 COMFIG Jr4 KB
ﬁ anti_debug_techniques_descriptions.json 2023/08/29 13:46 150N TJr4 )l KB
Es AntiDebugSeekernpy 2023/09/06 14:48 Python File KB
12| arm_mac_stubt4.dll 2023/06/09 (=30 FIVr-23 s 177 KB
%] armlinux_stub.dll 2023/06/09 (=50 TINT-23 4058 29 KB
12| armlinux_stubtd.dll 2023/06/09 0:50 TIWr-L3 8% 0 KB

Please place the following three files under the plugin directory of IDA :

1.anti_debug.config (A file containing rules for detecting anti-debugging techniques)
2.anti_debug_techniques_descriptions.json (A file containing descriptions of the detected rules)
3.AntiDebugSeeker.py (The anti-debugging detection program)

© 2024 LAC Co., Ltd. 14



anti_debug.config

Anti_Debug_API In the Anti_Debug_API section, you can freely create

categories and add any number of APIs you want to detect.
(exact match)

###ANti_Debug APT#it

[CommandLine check]

GetCommandLineA

GetCommandLinew #H##ANti_Debug_APlH##

oeb = [Category Name_1]
ebugger chec

CheckRemoteDebuggerPresent API1

DebugActiveProcess API2

DebugBreak API3

DbgSetDebugFilterState
DbgUiDebugActiveProcess
IsDebuggerPresent

[Category Name_ 2]

NtDebugActiveProcess

NtQueryObject API4
NtSetDebugFilterState API5
NtSystemDebugControl API6
OutputDebugStringA
OutputDebugStringW

© 2024 LAC Co., Ltd. 15



anti_debug.config

Anti_Debug_Technique

###ANnti_Debug Techniqued#

default _search_range=8@

[VMware I/0 port]
5658h

[VMware magic_value]

564D58680

[HeapTailMarker]
ABABABAB

[KernelDebuggerMarker]
7FFE©2D4

[DbgBreakPoint RET]
DbgBreakPoint
C3h

[DbgUiRemoteBreakin_Debugger Terminate]

DbgUiRemoteBreakin

TerminateProcess

© 2024 LAC Co., Ltd.

You can set up to three keywords (partial match) under a

single rule name.

###ANti_Debug Technique###

default_search _range=80

[Rulel]
ABC
DEF

GHI
search_range=200

Search Target:
Disassembly (Opcode, Operand)
Comments
API based on Import Table

16



anti_debug_techniques_descriptions.json

O 00 ~N O v R W NP

MNP PR R R R R R B B BR
R ® W 00 ~N O R W NP ®

"VMware_I/0_port" "detect a VM environment based on the VMware I/O port",

"VMware_magic_value" "detect a VM environment based on the VMware magic valy
"HeapTailMarker": "Malware can detect if it's on a debug heap by checking the
"KernelDebuggerMarker": "Detect Kernelmode Debugger(KdDebuggerEnabled)",

"DbgBreakPoint_RET": "This detection may be due to the first byte of the DbgBr
"DbgUiRemoteBreakin_Debugger_Terminate™: "When a debugger tries to attach to 2
"PMCCheck_RDPMC": "The RDPMC (Read Performance-Monitoring Counters) the value
"TimingCheck_RDTSC": "The RDTSC (Read Time Stamp Counter) instruction can be \
"Environment_TimingCheck_CPUID": "The CPUID instruction can be used as part of
"SkipPrefixes_INT1":"This anti-debugging method exploits how some debuggers hg
"INT2D_interrupt_check”: "The INT2D instruction either passes control to a del
"INT3_interrupt_check"”: "This is a debug detection mechanism using the INT 3 ]
"EXCEPTION_BREAKPOINT": "This is a debug detection method using the INT 3 insft
"ICE_interrupt_check": "If a program is debugged, the debugger sees the except
"DBG_PRINTEXCEPTION_C": "This may involve anti-debugging by utilizing the DBG|
"TrapFlag_SingleStepException"”: "This anti-debugging technique utilizes the Ti
"BeingDebugged_check" "The BeingDebugged field in the Process Environment B]
"NtGlobalFlag check™: "The code is checking the NtGlobalFlag value at offset ¢
"NtGlobalFlag_check_2": "The code is checking the NtGlobalFlag value at offset

"HeapFlags" "HeapFlags stores various heap-related flags, bit by bit. \nThes

Anti_Debug_Technique

###Anti_Debug_Technique#t#

default_search_range=80

l[vaare_I/O_port]
h

[VMware_magic_value]
564D5868h

[HeapTailMarker]
ABABABAB

[KernelDebuggerMarker]
7FFEB2D4

[DbgBreakPoint_ RET]
DbgBreakPoint
C3h

[DbgUiRemoteBreakin_Debugger_Terminate]
DbgUiRemoteBreakin
TerminateProcess

ABABABAB, 1

C3, which co
inates.",
MC) to deter
utilized in
volves check
ion prefixes
alue if no d
if the progn
P program is
b bit in the
triggered by
ecimal 100)
brocess 1is b
nThe value
t Block. \nT

in features

© 2024 LAC Co., Ltd.
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List of detectable anti-debugging techniques (Ver1.0)

The following Anti Dehiin Techniaiiee can he detected 11cina AntiDehiianSeekear

HeapTailMarke
KernelDebugg
DbgBreakPoin
DbgUiRemotel
PMCCheck RLC
TimingCheck_
SkipPrefixes_1I _
INT2D_interrL 2

INT3_interrup

EXCEPTION_E

ICE_interrupt_

DBG_PRINTE>

TrapFlag_Sing

BeingDebugge

NtGlobalFlag_

NtGlobalFlag_ ort

HeapFlags lags

HeapForceFlac bjectHandle
Combination_ Check
Combination_of_HEAP_Flags_2 © 2024 LAC Co. Ltd. 18
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Demo:
Ghidra version of AntiDebugSeeker



DEMO =

Malware : Qakbot (aka. Qbot)

CIMDS5 : bce0df8721504d50f4497c0a0a2c090d (Packed)
CIMDS5 : 58e1c32eeb0130dal19625e55ee48cfle (Unpack)

The flow of a demo
DA type of anti-analysis leads to the termination of the process.

@Using AntiDebugSeeker to find anti-analysis features.

(3 Examine the behavior of AntiDebug, and identify the areas to patch from the
AntiDebugSeeker results + Apply the patch using a debugger.



procexpb4 - &3~
b

» gbot_demo

qakbot.exe

n " b
antidebug_malw... x32dbg - ¥3-M) #* 9499 TIER

wh W 7277
¥ F9v0-K
=) FFaxvh
7] (</Fad
AntiDebugSeeke... 7<&1dbg;;73—|‘7] AntiDebugSeeker_F
: B ida_plugin_AntiDeb
Process

FIEIEEERIER Y Y ] 1

ida_plugin_AntiDeb

HYVY

qbot_demo

>

Eclipse IDE for
Java Developer...

ghidraRun

ghidraRun-gitcL..

Process
svchost.exe
Esvchost.exe
wWymtoolsd exe
FEVGAuthServi...

S[Eym3dservice....
Eym3dservic...
Esvchost.exe
®Edllhost.exe
Esvchost.exe
s msdtc exe
Tsvchostexe
Wsedsvec.exe
Wlsass exe
Ecsrss.exe
F®lwinlogon.exe
Fdwmexe
Efontdrvhost exe
- n explorerexe
HMSASCuilL.exe
wWyvmtoolsd.exe
¥ procexpb4.exe
flsakura.exe
@ neDrive exe
= @eclipse.exe
2 java.exe
2ijavaw exe
B Microsoft.Share...

CPU

013

<001
<00
052

029
182

017
211

<00
065
016
020
0.02

Private Bytes
1,584 K
9616 K
7,744 K
2,720 K
1,508 K
1,596 K
7816 K
3,744 K
6,644 K
2,508 K
2,020 K
4520 K
5,732 K
2,000 K
2126 K

287,404 K
756 K
655,660 K
2936 K
31432 K
30,220 K
3.440 K
20,904 K
1,820,652 K
642,760 K
1,305,008 K
14,004 K

Working Set
1,560 K
12,400 K
8,300 K
552 K
1,220 K
1,204 K
13,280 K
2,632 K
5,888 K
548 K
2412 K
7428 K
6.272 K
65,996 K
1,820 K
124,716 K
144 K
90,164 K
972 K
24,100 K
57.232 K
728 K
19,176 K
92,984 K
246,552 K
67.252 K
28,332 K

PIC
193 @ OneDrive
199] marec
119
1 22 @ *yrI-2
147
227
200
263
287
322
220
386{ 1@n=Es

600 Cocal Security
464 DA PN U=

532 Windows 047

832 TAHMYT 1.
4820 Usermode Fon...

3148 ITH2TO—5—
4992 Windows Defe...

5028 ViMware Tools ...
6108 Sysinternals Pr...

4544 BHZI5 13

5464 Microsoft One...

6964

1428 OpendDK Platf...
748 OpendDK Platf ..
7488 Microsoft Shar...

Microsoft Tor...
Microsoft Cor...
Microsoft Cor..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Viware, Inc.
Sysinternals ..
Project: Saku...
Microsoft Cor...

Eclipse Adopti...
Eclipse Adopti...
Microsoft Cor...

CPU Usage: 11.22% Commit Charge: 78.52% Processes: 62 Physical Usage: 59.17%




g &

IHT procexpbd - &3~

My

antidebug_malw...

)
. 7]

e

other

qbot_demo

T

Eclipse IDE for

Java Developer... |
Filter e |
. Tree View | Teble VoewJ

Running Tools

ghidraRun ['\h’c;

I =
‘Fn Jun 07 16:37:25 JST 2024 Recovery snapshot created C¥Users¥kahatu¥Demo rep¥idata¥00¥ 00000000 db¥snapshotA grf

ghidraRun-gitcl...

&
|
Ji
~H
Mt
by
A

desktop.ini

desktop.ini




CodeBrowser: Dem

File Edit Analysis Graph

H e =»- BPBEBEBE I@IDULFVE-

fqakbo

Mavigation Search Select Tools Window Help

8 v-o- | VEII DG O0OBSEE~ |

id & & %

L i RES

00401alb 50

N|

G iR |0 | [ |l ~

&= b,- qakbot_0239000 i

Headers ﬁ AntiDebugSeekerPlugin [CodeBrowsen Deme:/gakbot.exe]

Edit Help

—_ [m} W = same addreas %/

::;_ Start Anahbze Dizplay only the detection results Detected Function List T
. e TUDTTTSTCIETSTET SR UUSTIUTT
w FUN_0040352¢c —‘""
SecupDiGetDeviceRegistryPropertyd : 00403555
FUN_0040884d
GetlocalTime : 0040887b
FUN_00409c99
GetSyscemTime : 00409cad
FUN_00409881
S5leepEx : 0040997d
Program Tree X I FUN_004012£7
-_—— WaictForSingleObject : 00401347
FUN_004066b2
CreateThread : 004066c4
= Cia Ingorts FTN_00404282a
=0 Exports GetThreadContext : 00404883
& [ Functions FIN_00404671
& Labets ResumeThread : 00404772
& [0 Olasses FUN_0040385e
& [} Namespaces CloseHandle : 00403aéa
FUN_004033fc
VMware_I/0_port 0x5658 : 00403439
VMware_magic_value 0x564d5868 : 0040343d
VMware_magic_wvalue 0x564d45868 : 00403472
FUN_004034%9a
VMware_I/0_port 0x5658 : 00403442
VMware_magic_wvalue 0x564d45868 : 004034de
FUN_0040330a L[
Environment_TimingCheck_CFUID CPUID : 00403319
FUN_0040336e @ % =3 %
Environment_TimingCheck CFUID CPUID : 004033ac .
FUN_00404ded I — sl |‘
Unmg:a::::;hlmadﬂ“’t 201401256 CALL dwerd prr [->KERNEL32.DLL::...
= ) CALL dward per [-SHERMEL32.DLL::...
CreateMutex_AlreadyExist : 0040bl78 CALL dwerd ptr [->KERNELI2.DLL::...
~iaf CreateMutex_AlreadyExist : 0040b178 CALL dword prr [->KERNEL32.DLL:
&l @ BuithTypes . CALL dword ptr [=>KERNEL32.DLL:
- [ @qekbot_02390000 1 CALL dword ptr [->KERNEL32.DLL::...
] s windows vs12_32 TATETRETE TR IO UT P DU ST TS TS ST O T T A I ST T TR o CALL dword ptr [->KERNEL32.DLL::...
Analysis Patential of Anti Debug APT fnalysis Environment Check : GetExitCodeProc., 0040426 CALL dword ptr [->KERMEL3Z.DLL::...
Analysis Patential of Anti Debug APT finalysiz Enviranment Check : GetSystemlnfo 004058 fie CALL dword ptr [->KERMEL32.DLL::...
fnalysis Patential of fnti Debug APL finalysis Environmant Check : SetupDiEnumDevi.. 004036ba CALL dword ptr [->SETUPAPI.DLL::...
fnalysis Paotential of Anti Debug APT finalyzis Environment Check : SetupDiGetClass.. (04036 7f CALL dword ptr [->SETUPAPI.DLL:
fnalysis Patential of Anti Debug APT fnalysis Environment Check : SetupDiGetDevic., (0403555 CALL dword ptr [->SETUPAPI.DLL:
Analyzis Potential of Anti Debug APT Time Check : Getlocal Time 00408870 CALL dword ptr [->KERMEL32.DLL:
Analysis Potential of fnti Debug &PL Time Check : Getlocal Time 00409123 CALL dword ptr [->KERMEL32.DLL::...
Bnalyzis Potential of Anti Debug APT Time Check : Getlocal Time 004092 1e CALL dword ptr [->KERMEL32.DLL::...
fnalysis Potential of Anti Debug APL Time Check : GetSystemTime 0040%ca4 CALL dword ptr [->KERMEL32.DLL:
Analyzis Patential of Anti Debug APL Time Check : GetSvstemTime 00408dc3 CALL dword ptr [->KERMEL32.DLL::...
Analyzis Potential of Anti Debug APL Time Check : GetTickCount 00405604 CALL dword ptr [->HERNEL32.DLL::...
Analyzis Patential of Anti Debug 4PL Time Check : SleepEx 00408474 CALL dword ptr [->KERMEL32.DLL::...
Filter: | B s-
|F”‘e‘” I {2 | = Gonsole |3£ Bockmarks X
0040 1a28 ity PLISH EBP




uVard4 = FUN_004033fc(pCVar3,extraout_EDX);
FUN_0040349%a (extraout_ECKX_00, (int) ((ulonglong)uVard >> 0x20)):;
FUN_004035b&() ;

FUN_0040385e() ;
FUN_00403kbdf();

FUN_00403d22() ; Anti DEbUQ Codes

Only Return

FUN_004033¢e();

LLE 00403cl4 XREF[1]: 00403c10(5)
FU 00403cl4d ££ 15 80 CALL dword ptr [->EERNEL3Z.DLL::GetCurrentProcessId
b0 40 00 —
_ (call dword ptr ds:[<&GetCurrentProcessId>]
FU 00403cla 50 PUSH ELX lpush eax
00403clb 6a 08 PUSH 0x8 push 8
FUN 10403c1a £2 15 a8 CALL dword ptr [DaT 00410788] | (€all dword ptr ds:[<&CreateToolhelp32Snapshot:]
FU 07 41 00 B -
FUN_403bdf No Detected
FUN_403d22 No Detected
FUN_40336e Detected ( Environment_TimingCheck )
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Introduction to Files related to the
Ghidra version



Files Required to Run the Program

® Ghidra Script
AntiDebugSeeker.java

® Ghidra Extension
Ghidra_11.0.1_PUBLIC_AntiDebugSeeker.zip

O Configuration Files
anti_debug_Ghidra.config
anti_debug_techniques_descriptions_Ghidra.json

© 2024 LAC Co., Ltd.
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AntiDebugSeeker VS .Net Base Malware

Malware : Thanos Ransomware
MD5 : e0lelldca5e8b08fc8231blch6e2048c

DA Yiew-f "6',‘ Anti Debue Detection Fesults Detected Function Lizt [£]

.namespace MufMa0SvGyvz
Search.. {

.class private auto ansi beforefieldinit ghEykQIAJr extends [mscorlib]System.Object

MufMaOSvGyvz. lyUWqQZIcOSTLhqg |{

.method public static hidebysig void aiPgAgDxThSDE()
(1detected) // CODE XREF: MufMaOSvGyvz.IyUWqQZlcOSTLhgq Main+28CTp

( _ Anti Debug

maxstaclk

MufMaOSvGyvz.ghEykQIAJr v f(call bool MufMaOSVGyvz.ghEykQIAIr: :kNIZaDsXblYmUdO()\

) | Prtrue.s loc_3806
call

bool MufMaOSvGyvz.ghEyk(QIAIr: :CmOCZIRFKEYEY()
brtrue.s loc_ 3806

call bool MufMaOSvGyvz.ghEykQIAIr: :ITHbMNNuWEzvcy()
brtrue.s loc_ 3806
call bool MufMaOSvGyvz.ghEykQIAIr: :KQTbTNGxpegegl ()
brtrue.s loc_ 3806

(4detected) \ call bool MufMa0SVGyvz.ghEykQIAIr: :GMkUrUdhErRTAQ() J
100 . 14,
ceq
br.s loc_3867
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Iz
.method private static hidebysig bool ITHbNNulWEzvcy()
{
.maxstack 2
.locals init (native int V@,
bool V1)
nop
try {
ldstr aSbiedl1D11 J// Anti-Sandbox_SandBoxie - It is checking whether the analysis is being performed in a SandBoxie sandbox.
call native int MufMaOSvGyvz.ghEykQIAIr: :GetModuleHandle(string string_@)
stloc.@
ldloca.s @
call instance int32 [mscorlib]System.IntPtr::ToInt32()
ldc.id.@
ceq
brtrue.s loc_ 39AC

Lol i =
-.method public static hidebysig bool LEYLEJpRfEgTMCc()

{

-maxstack 1
.locals init (class [System]System.Net.WebRequest V@,

bool V1)
ldstr aHttpsWwwGoogle // Commucate function_String - Indicating potential communication features, possibly for connecting to a C2 server or detecting analysis environments.
call class [System]System.Net.WebRequest [System]System.Net.WebRequest::Create(string)
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il e =5

ldloc.3

ldstr aModel // "Model™

callvirt instance object [System.Management]System.Management.ManagementBaselObject::get_Item(string)

callvirt instance string [mscorlib]System.Object::ToString()

callvirt instance string [mscorlib]System.String: :ToUpperInvariant()

ldstr aVirtual // VM _Check - It is possible that the analysis environment is detecting whether it is running on
callvirt instance bool [mscorlib]System.String::Contains(string)

brtrue.s loc_3917

vy
loc_38EA:
ldloc.s 4
ldstr aVmware // VMware_Check - It is possible that the analysis environment is detecting whether it is running on VMware.
callvirt instance bool [mscorlib]System.String::Contains(string)
brtrue.s loc_3917
Y Yy
dles = I
ldloc.3
ldstr aModel // "Model™ loc_3917:
callvirt instance object [System.Management]System.Management.ManagementBaseObject::get Item(string) ldc.i4.@
callvirt instance string [mscorlib]System.Object::ToString()
ldstr aVirtualbox [/ VBox_Check - It is possible that the analysis environment is detecting whether it is running on VirtualBox.
call bool [mscorlib]System.String::op Equality(string, string)
ldc.i4.0
ceq
br.s loc_3918
1
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Summary

@® Improve analysis efficiency.
@ Custom rule files.

3 Further enhance debugging efficiency.
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Github URL (IDA)
https://github.com/LAC-Japan/IDA_ Plugin_AntiDebugSeeker



https://github.com/LAC-Japan/IDA_Plugin_AntiDebugSeeker

Github URL (GHIDRA)
https://github.com/LAC-Japan/Ghidra_AntiDebugSeeker



https://github.com/LAC-Japan/Ghidra_AntiDebugSeeker
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