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Profile
Takahiro Takeda

Malware Analysis Team

2016: Analysis work as a Security Analyst.

2017: Analyzing malware and logs, as well as investigating smishing.

2019: Mainly Responsible for malware analysis related to incidents.

Speaker Experience:

PACSEC, AVAR, HITCON, Black Hat USA Arsenal, Virus Bulletin
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What is AntiDebugSeeker
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This is a program for automatically identify and extract potential anti-
debugging techniques used by malware and displaying them in IDA /
Ghidra.

The main functionalities of this plugin are as follows:

1.Extraction of APIs that are potentially being used for anti-debugging 
by the malware.

2.Using multiple keywords, anti-debugging techniques are extracted.

※For packed samples, running this plugin after unpacking and fixing 
the Import Address Table is more effective.



The motivation behind developing this tool 
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Demo: IDA version of AntiDebugSeeker
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DEMO

Malware : Ursnif

MD5 : 4da11c829f8fea1b690f317837af8387 (Packed)

MD5 : 952d604345e051fce76729ccb63bde82 (Unpack)

The flow of a demo

①A type of anti-analysis leads to the termination of the process.

②Using AntiDebugSeeker to find anti-analysis features.

③Apply patches using a debugger. 
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The Analysis result of IDA-AntiDebugSeeker
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It also informs us about aspects related to 
malware functions, such as memory 

manipulation.

It was determined that the function 
sub_401000 has 

anti-debugging features.
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Comment Function
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Extra Function - Edit Config File -



Introduction to configuration files
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Files Required to Run the Program
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Please place the following three files under the plugin directory of IDA :

1.anti_debug.config (A file containing rules for detecting anti-debugging techniques)
2.anti_debug_techniques_descriptions.json (A file containing descriptions of the detected rules)
3.AntiDebugSeeker.py (The anti-debugging detection program)



anti_debug.config
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Anti_Debug_API In the Anti_Debug_API section, you can freely create 
categories and add any number of APIs you want to detect. 
(exact match)

###Anti_Debug_API###
[Category Name_1]
API1
API2
API3

[Category Name_2]
API4
API5
API6



anti_debug.config
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Anti_Debug_Technique

###Anti_Debug_Technique###

default_search_range=80

[Rule1]

ABC

DEF

GHI

search_range=200

80bytes

80bytes

You can set up to three keywords (partial match) under a 
single rule name.

Search Target:

Disassembly (Opcode, Operand)

Comments

API based on Import Table



anti_debug_techniques_descriptions.json
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HeapTailMarker
KernelDebuggerMarker
DbgBreakPoint_RET
DbgUiRemoteBreakin_Debugger_Terminate
PMCCheck_RDPMC
TimingCheck_RDTSC
SkipPrefixes_INT1
INT2D_interrupt_check
INT3_interrupt_check
EXCEPTION_BREAKPOINT
ICE_interrupt_check
DBG_PRINTEXCEPTION_C
TrapFlag_SingleStepException
BeingDebugged_check
NtGlobalFlag_check
NtGlobalFlag_check_2
HeapFlags
HeapForceFlags
Combination_of_HEAP_Flags
Combination_of_HEAP_Flags_2

ReadHeapFlags
ReadHeapFlags_2
DebugPrivileges_Check
Opened_Exclusively_Check
EXCEPTION_INVALID_HANDLE_1
EXCEPTION_INVALID_HANDLE_2
Memory_EXECUTE_READWRITE_1
Memory_EXECUTE_READWRITE_2
Memory_Region_Tracking
Check_BreakPoint_Memory_1
Check_BreakPoint_Memory_2
Software_Breakpoints_Check
Hardware_Breakpoints_Check
Enumerate_Running_Processes
ThreadHideFromDebugger
NtQueryInformationProcess_PDPort
NtQueryInformationProcess_PDFlags
NtQueryInformationProcess_PDObjectHandle
NtQuerySystemInformation_KD_Check

The following Anti Debug Techniques can be detected using AntiDebugSeeker.

List of detectable anti-debugging techniques (Ver1.0)

VM_Check
VBox_Check
VMware_Check
VMware_I/O_port
VMware_magic_value
CreateMutex_AlreadyExist
CreateEvent_AlreadyExist
ChildProcess_Check
Extract_Resource_Section
Commucate_function_String
Commucate_function
NtSetInformationThread
NtQueryInformationProcess
Anti-Sandbox_SandBoxie
Anti-Sandbox_Buster_Sandbox_Analyzer



Demo:
Ghidra version of AntiDebugSeeker
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DEMO
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Malware : Qakbot (aka. Qbot)

MD5 : bce0df8721504d50f4497c0a0a2c090d (Packed)

MD5 : 58e1c32eeb0130da19625e55ee48cf1e (Unpack)

The flow of a demo

①A type of anti-analysis leads to the termination of the process.

②Using AntiDebugSeeker to find anti-analysis features.

③Examine the behavior of AntiDebug, and identify the areas to patch from the 

AntiDebugSeeker results + Apply the patch using a debugger. 
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The Analysis result of Ghidra-AntiDebugSeeker

Only Return

Anti Debug Function Detected / No Detected

FUN_4033fc Detected ( VM presence )

FUN_40349a Detected ( VM presence )

FUN_4035b6 Detected ( Check Hardware )

FUN_40385e Detected ( File Operation )

FUN_403bdf No Detected

FUN_403d22 No Detected

FUN_40336e Detected ( Environment_TimingCheck )



Introduction to Files related to the 
Ghidra version
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Files Required to Run the Program

⚫Ghidra Script

AntiDebugSeeker.java

⚫Ghidra Extension

Ghidra_11.0.1_PUBLIC_AntiDebugSeeker.zip

 Configuration Files

anti_debug_Ghidra.config

anti_debug_techniques_descriptions_Ghidra.json
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AntiDebugSeeker VS .Net Base Malware
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Malware : Thanos Ransomware

MD5 : e01e11dca5e8b08fc8231b1cb6e2048c 

Anti Debug

AntiDebugSeeker VS .Net Base Malware



AntiDebugSeeker VS .Net Base Malware
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AntiDebugSeeker VS .Net Base Malware
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Summary

① Improve analysis efficiency.

② Custom rule files.

③ Further enhance debugging efficiency.  
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Github URL (IDA)

https://github.com/LAC-Japan/IDA_Plugin_AntiDebugSeeker

https://github.com/LAC-Japan/IDA_Plugin_AntiDebugSeeker
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Github URL (GHIDRA)

https://github.com/LAC-Japan/Ghidra_AntiDebugSeeker

https://github.com/LAC-Japan/Ghidra_AntiDebugSeeker
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社外秘

※本資料は作成時点の情報に基づいており、記載内容は予告なく変更される場合があります。

※本資料に掲載の図は、資料作成用のイメージカットであり、実際とは異なる場合があります。

※本資料は、弊社が提供するサービスや製品などの導入検討のためにご利用いただき、他の目的のためには利用しないようご注意ください。

※ LAC、ラック、JSOC、サイバー救急センターは株式会社ラックの登録商標です。その他記載されている会社名、製品名は一般に各社の商標または登録商標です。
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