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Crowdstrike Global IT Outages

* On 19 July, CrowdStrike faculty update caused BSOD all over the world
« What if LPE/RCE attack was possible, not justa BSOD?

London Stock Exchange (LSEG)
experiénced a worldwide outage

Access to map.
reservation, and
ride-hailing
applications was

Your PC ran into a problem that it couldn’t ol

disruption in the

handle, and now it needs to restart. e

u can search for the error online: HAL_INITIALIZATION_FAILED

July 19,2024
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: UKk
;r As of 15:00 PM Local Time (UTC/GMT +3 hours) Ncherlunds@
France
us Spain ‘
Many airlines were Flight and train services
offected have been disrupted

Some IT systems for Paris 2024
Olympic Games were damaged, and
an emergency plan has been activated

Air France announced that there will be |
disruptions in flights

Amsterdam Schiphol Airport also
experienced flight disruptions

Global IT outage caused major disruptions

A technical issue with CrowdStrike's systems, which provides cybersecurity software to
Microsoft, adversely affected lives worldwide

CROWDSTRIKE K==

EUROCONTROL
Significant flight delays and

The jargest container terminal
9 wona cancellations have been reported

/| was one of the infrastructures
affected by the outage

Poland
Germany Approximately 25 different 2
Bt otei outages have been reported in
primts ot SRR the Microsoft Azure cloud system
[ and Hamburg
| airports were
Suspendad h Thailand
Pakistan , 5
Surgeries at Situation at Bangkok's
Schleswig-Holstein airport has been described
University Hospital e | as "chaotic”
have been 0
cancelled India
Flight delays occurred. @
Various sectors, including .

aviation, banking, telecom,
and media, were affected
Malaysia Singapore
There were issues with the railway Changi Airport warned passengers

ticketing system of disruptions. There were also
disruptions in postal services

The banking system was most affected. Technical
occurred in and some airports
experienced congestion due to the disruptions

New Zealand

m




Exploited Windows Kernel Driver

 Hackers also know about it and abuse this!

Windows driver zero-day exploited by Lazarus hackers to install
rootkit

By Lawrence Abrams

August 19, 2024 11:32PM 2

Image: Midjourney

The notorious North Korean Lazarus hacking group exploited a zero-day flaw in the Windows AFD.sys
driver to elevate privileges and install the FUDModule rootkit on targeted systems.

Microsoft fixed the flaw, tracked as CVE-2024-38193 during its August 2024 Patch Tuesday, along with
seven other zero-day vulnerabilities.

lkasperslcy
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Windows Kernel Driver

» User Application interacts with the kernel Driver
O allowing applications to indirectly use high-privilege functions

4 )
User
Application
Kernel
\_ J
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How to interact with driver?

« Obtain a handle to the driver
» Sends command to the driver using a handle
* The l/O manager creates an IRP and passes it to the driver for processing

User Kernel

Request
Low-Level & NT IRP 1/0
B syscall Manager
E¢ DLL

userland.exe/dll ntdll.dll Driver
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What is IRP?

* |IRP is a kernel structure used to process I/0 requests between the OS and drivers

IRP IO_STACK_LOCATION
MdIAddress MajorFunction | MinorFunction
Associatedlrp OutputBufferLength
loStatus InputBufferLength
RequestorMode loControlCode
Userlosb Type3inputBuffer
CancleRoutine DeviceObject
UserBuffer FileObject
CurrentStackLocation
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IRP Major Fuction

 Maijor function code tells the driver on the operation to perform for the I/0 request
ex) open, read, write, Device Control

« The complex Device Control routine has led to many vulnerabilities

IRP IO_STACK_LOCATION
MdIAddress MajorFunction | MinorFunction
Associatedlrp OutputBufferLength
loStatus InputBufferLength
RequestorMode loControlCode
Userlosb Type3inputBuffer
CancleRoutine DeviceObject
UserBuffer FileObject
CurrentStackLocation
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DeviceloControl

» The user needs to fill in the function arguments to send a request
ex) loControlCode, InBuffer, InBufferSize

BOOL DeviceloControl(
[in] HANDLE hDevice,
[in] DWORD dwIoControlCode,
[in, optional] LPVOID 1pInBuffer,
[in] DWORD nInBuffersize,
[out, optional] LPVOID 1pOutBuffer,
[in] DWORD nOutBuffersize,

[out, optional] LPDWORD lpBytesReturned,
[in, out, optional] LPOVERLAPPED lpOverlapped
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InputBuffer/OutputBuffer

» The passed data stored in IRP when requesting DeviceloControl commands

IRP IO_STACK_LOCATION
MdIAddress MajorFunction | MinorFunction
Associatedlrp OutputBufferLength
loStatus InputBufferLength
RequestorMode loControlCode
Userlosb Type3inputBuffer
CancleRoutine DeviceObject
UserBuffer FileObject
CurrentStackLocation
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Buffer Length

* |IRP contains BufferLength field

IRP

MdIAddress

|0 _STACK_LOCATION

AssociatedIrp

MajorFunction

MinorFunction

loStatus

OutputBufferLength

RequestorMode

InputBufferLength

Userlosb

loControlCode

CancleRoutine

Type3inputBuffer

UserBuffer

DeviceObject

CurrentStackLocation

FileObject
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I/0 Request Example
* When I/0 command is requested with "CODEBLUE2024"

IRP I0_STACK_LOCATION
MdIAddress MajorFunction | MinorFunction
Associatedlrp OutputBufferLength

loStatus InputBufferLength
. RequestorMode loControlCode

¢ Userlosb Type3inputBuffer
send CancleRoutine DeviceObject

"CODEBLUE2024" UserBuffer FileObject
CurrentStackLocation
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I/0 Request Example
* When I/0 command is requested with "CODEBLUE2024"

IRP

MdIAddress

|0 _STACK_LOCATION

AssociatedIrp

MajorFunction | MinorFunction

loStatus

OutputBufferLength

RequestorMode

InputBufferLength

¢_>

Userlosb

loControlCode

send

CancleRoutine

Type3inputBuffer

"CODEBLUE2024"

"CODEBLUE2024"

DeviceObject

CurrentStackLocation

FileObject
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I/0 Request Example
* When I/0 command is requested with "CODEBLUE2024"

IRP

MdIAddress

|0 _STACK_LOCATION

AssociatedIrp

MajorFunction | MinorFunction

loStatus

OutputBufferLength

RequestorMode

InputBufferLength

¢_>

Userlosb

loControlCode

send

CancleRoutine

Type3inputBuffer

"CODEBLUE2024"

"CODEBLUE2024"

DeviceObject

CurrentStackLocation

FileObject
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I/0 Request Example
* When I/0 command is requested with "CODEBLUE2024"

IRP

MdIAddress

|0 _STACK_LOCATION

AssociatedIrp

MinorFunction

MajorFunction

loStatus

OutputBufferLength

RequestorMode

12

¢_>

Userlosb

loControlCode

send

CancleRoutine

Type3inputBuffer

"CODEBLUE2024"

"CODEBLUE2024"

DeviceObject

CurrentStackLocation

FileObject
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IRP Processing in a Driver

« Most driver validates the buffer length

sub_1400075F0

__int64 __fastcall sub_1400075F0(_IRP *al, _IO_STACK_LOCATION *a2)
{

unsigned int v7;

al->IoStatus.Information = 0164;
v/ = 0xC0000004;
i1f ( a2->Parameters.DeviceloControll.InputBufferLength == 4 )
{
1f ( a2->Parameters.DeviceloControl2.OutputBufferLength == 4])
ProbeForWrite(al->UserBuffer, 4ui64, 1lu);
else
v7 = OxC0000004;

case 0x222004u:

v5 =|sub_1400075FO(IRP, CurrentStackLocation);

IRP->IoStatus.Status = v5;

IofCompleteRequest(a2, 0);

return;

return v7;

}
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IRP Processing in a Driver

* If lengthis not correct, driver returns an Error using NTSTATUS

sub_1400075F0

__int64 __fastcall sub_1400075F0(_IRP *al, _IO_STACK_LOCATION *a2)
{

unsigned int v7;

al->IoStatus.Information = 0164;
v/ = 0xC0000004;
i1f ( a2->Parameters.DeviceloControll. InputBufferLength == 4 )
{
1f ( a2->Parameters.DeviceloControl2.0OutputBufferLength == 4|)
ProbeForWrite(al->UserBuffer, 4ui64, 1lu);
else
v/ = OxCO000004;

case 0x222004u:

[v5]=[sub_1400075F0) IRP, CurrentStackLocation);

IRP->IoStatus.Status = v5;
IofCompleteRequest(a2, @);

return;

return v7;
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IRP Processing in a Driver

e Returnvalueis storedin IoStatus fieldinIRP

sub_1400075F0

case 0x222004u:
v5 = sub_1400075F0( IRP, CurrentStackLocation);
IRP->IoStatus.Status| =[v5}
IofCompleteRequest(a2, 0);

return;
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IRP Processing in a Driver

» Calling IofCompleteRequest, Driver complete |/0 request

sub_1400075F0

case 0x222004u:
v5 = sub_1400075F0(IRP, CurrentStackLocation);
IRP->IoStatus.Status = v5;
IofCompleteRequest(a2, 0);

return;
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NTSTATUS Value

* NTSTATUS represents the status of the Valid/Invalid routine
* |t helps us find constraints of each IOCTL

NTSTATUS DESCRIPTION

0xC0000001 STATUS _UNSUCCESSFUL
0xC0000002 STATUS _NOT_IMPLEMENTED
0xC0000004 STATUS_INFO_LENGTH_MISMATCH
0xC000000D STATUS _INVALID _PARAMETER
0xC0000023 STATUS _BUFFER_TO _SMALL
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The Necessity of Automation

* Modern software is too large to manually find vulnerabilities

* Fuzzingis a practical and powerful method of automation

» 0SS-Fuzz's fully-automated approach has found 30,000+ bugs!
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Previous Work

Static Analysis ------------------- POPKORN, I0CTLance

False positive, Focuses too much on known bug cases

U] seessessscsmsssaasamamas WTF, Xen-Fuzzer, KAFL

Need too much manual work for making fuzz driver

Static Analysis + Fuzzing ----------—- Kronl, CAB-Fuzz

Insufficient performance, Requiring environment to analyze
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Challenges

 Real-world driver example: 30+ I/0 control code..
- Alot of routines, A lot of constraints : (
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Challenges

« Extremely Challenging Math Problem @@

switch ( )
1
case Bx22E@8du:
if ( !{unsigned
goto LABEL 36;
= sub_138083956(
break;
case Ax22ERRBU:
if ( !{unsigned
goto LABEL 36;
= sub_130003300(
break;
case @x22E@BCu:
if ( !{unsigned
goto LABEL 36;
= 5uh_18@@939D@(
hreak;
case @x22E@1Bu:
if ( !{unsigned
goto LABEL 36;
= 5uh_18@@9388@(
break;
case @x22E@14u:
if { !{unsigned
zoto LABEL 36;
= sub_188B83ABB(
break;
case BxZZE@LBuU:
= 5uh_18@@9359@(
hreak;

__int8)sub_18e005030() )

__int8)sub_l8ee85038() )

__int8)sub_lseesse3e() )

__int8)sub_lseeese3e() )

_int3)sub_13eeese3e() )

Ideal Code

1
¥ :Ii
i) :Ijl

¥ :I;
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if (v4 > 0x220438 )

{
if (vd4 > 0x220450 )

{
= vA - 2229332;
if ( )
{

iF (V21 )
{

_4__;

if (v22)
{
i (123 )
{
if ( 1= 4

—4_,

goto LABEL_50;
> 0x220420 )

else if (
{

if ( )
{
if (vi3)
{
if(_
{
if(_

{
if (

= v4 - 2229284;

goto LABEL_50;

Realistic Code

)

_4;
_4;
)

_4;
)

=4




Stateful

 There are dependencies on global/struct variables
 That's why manual work is complicated

DeviceObject->Fileld.called = False;

case 0x20241113:
if(CurrentStackLocation.InBufferLength == 0x10) {
DeviceObject->Field.called = True;
}

break;

case 0x20241115:
if(DeviceObject->Field.called == True) {

}

break;
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msFuzz Demo Video

1288 14: 40

b@b: ~/kAFL/kafl/examples/windows_x86_64/angrPT
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Design of MSFuzz

* It consists of Static Analysis and Fuzzing

Analysis
Results

[
»

Output

Static Fuzzer

h
Analyzer Cras

Driver.sys

- o o o o e e e e e e e e .
A
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Symbolic Variable

* Trace loStatus, OutputBufferLength, InputBufferLength and loControlCode

IRP IO_STACK_LOCATION
MdIAddress MajorFunction | MinorFunction
AssociatedIrp OutputBufferLength 9,
loStatus @ InputBufferLength @
RequestorMode loControlCode @
Userlosb Type3inputBuffer
CancleRoutine DeviceObject
UserBuffer FileObject
CurrentStackLocation
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Symbolic Execution Example

» Analyze Path Constraints

case IOCTL_CODE:
InputBuffer = IRP->AssociatedIrp.SystemBuffer;
OutputBuffer = 1&?—>AssociatedIrp.SystemBuff'B‘

if (InputBufferLength >= 1337|&|OutputBufferLength >= 1337) {

IOCTL_Handler(InputBuffer, OutputBuffer);
IRP->IoStatus.Status|= STATUS_SUCCESS;
} else {

IRP->IoStatus.Status = STATUS_INVALID_PARAMETER;
}

a <1337 a <1337
B <1337 B>=1337

| | | |

break;
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Dependency

 Drivers are characterized by being stateful like network protocols
* Global variable is the "Key State Variable"

global = 0;

switch (IOCTL_CODE)

{
case (- -----
global = 1;

Dreak;

~

if {global == 2] {

BUG( );

}
break;
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Analyze Dependency with Global Variables

« Static analyze operators with global variables as operands

global = 0;

switch (IOCTL_CODE)
{ Group

case
rea; case l: @@

tf O Read ) {

1) Using same global variable
2) Having global variable
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Consider dependency

 |RP Sequence level mutation

. NOXOIOIO

@00 ®m® ©

@006
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Real world case 1)

 This case shows expand code coverage with considering dependency
* |OCTL B is explored only called after IOCTL A

case B:

if(signature != 0x4D53492E)
goto FAIL;

More Coverage

UserInput = IRP->AssociatedIrp.MasterIrp;
v16 = (DWORD)UserInput[0];

DWORD signature = 0;

case A:
UserInput = IRP->AssociatedIrp.MasterIrp;

switch (AnotherIOCTL) {

if(UserInput == 0x4D53492E) { e C

signature = 0x4D53492E;
}

break;

IOCTL A Routine

IOCTL B Routine
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Real world case 2)

 This case shows find vulnerability with considering dependency

UserInput = IRP->AssociatedIrp.MasterIrp;
if(UserInput) {
global = &word_711E0;

do {

xglobal = UserInput[0]; __int64 v2;

UserInput = (char *)UserInput + 2; * :
global++; if (qword_71650) {

} while(LoopCount) v2 = *(__int64 *)(al + 8);
if (v2)

gword_71650(v2); *

IOCTL A Routine IOCTL B Routine
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Real world case 2)

 |OCTL B read function pointer
« Butwhen IOCTL B called after IOCTL A?

Not consider dependency

Global Variable Function
Ox711E0 ©Ox71650
normal

function

pointer
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Real world case 2)

 |OCTL B read function pointer
« Butwhen IOCTL B called after IOCTL A?

Not consider dependency

Global Variable

Function
Ox711E0 ©Ox71650
normal
function
pointer
t
I WRITE
1
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Real world case 2)

 |OCTL B read function pointer
« Butwhen IOCTL B called after IOCTL A?

Not consider dependency

Global Variable
Ox711E0

CODE BLUE 28024

Function
©Ox71650

normal
function
pointer

|
|
i READ
¥
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Real world case 2)

« Through IOCTL A, user can write data from @x711E@. (Out of Bounds Write)
* |t means, 0x71650 at IOCTL B also can manipulate so that leads RIP Control

Consider dependency
Global Variable Function
Ox711EO Ox71650
normal
User :
function
Input i
pointer
1
I WRITE
|
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Real world case 2)

« Through IOCTL A, user can write data from @x711E@. (Out of Bounds Write)

* |t means, 0x71650 at IOCTL B also can manipulate so that leads RIP Control
Consider dependency

Global Variable

Function
Ox711E0 ©Ox71650
unnormal
User . :
function
Input i
pointer
!
I WRITE
1

|
|

i READ
¥
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Difficult of Handling duplicate crash

* AFL Fuzzer: "Same root cause? It's not a Unique Crash :D"

process timing overall results
7 hrs, 17 min, 54 sec 3
20 hrs, 5 min, 58 sec 409
3 hrs, 9 min, 56 se
3 hrs, 9 min, 26 se
cycle progress map coverage
(23.23% 2.80% / 7.29%
0 (0.06%) 2.37 bits/tuple

stage progress findings in depth

interest 16\8 34 (8.31%)

1080/12.1k (8.90%) 60 (14.67%)

9.23M

fr

LN fr

w W W W

e

44 (8 unique)
fuzzing strategy yields path geometry
1297355k, 28/355k, 21/354k 14
11/44.4k, 9/44.3k, 8/44.0k 252
90/2.48M, 39/795k, 32/721k ©
6/177k, 3©/1.13M, 19/1.4eM d4ed
e/e, e/6, 15/1.11M %)
62/186k, ©/0
0©.83%/20.3k, ©.00%

processes nudgedss with PID 5868 has been terminated..
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Difficult of Handling duplicate crash

» Exhausting time to validate

Home View Breakpoints Time Travel Model Scripting Command Source

ll ’ {7} Step Out O Restart . P ow o E

{*) Step Into } W Stop Debu [
Break Go L} 2l . ke Settings Source Assembly  Local Feedback
« () StepOver | A Detach Help~ Hub

1q

Command

5

Bt T Eaupo0 INOTRET
71 3c ThreadpoolWorker
72 62e8 ThreadpoolWorker
73 64e4 ThreadpoolWorker
74 3458 ThreadpooluWorker
75 6644 ThreadpoolwWorker
76 1cfo Gate
0:052> ~52s
ntdllINtwaitForSingleObject+0x14:
00007ffc 15cdc144 c3 ret
9:052> kb 20
# RetAddr : Args to Child : Call Site
00 00007ffc 12eb8ba3 : 00OOEVO 0VEOSTS 0VVO7FfC R93eCcO4 DOOVOOVO PORVROVO VORRORRN E300000 : ntdll!NtWaitForSingleObject+ox14
01 00007ffc 0093ece8 : 000VVVDO VOVVOVOO VOVOVVVO VVRVVV27 VORRV2bd PROBDEVE 000D VOVVES1Cc : KERNELBASE!WaitForSingleObjectEx+0x93
82 00007ffc ©0@93ec9e : 0PORRRT8 (307401 0000000 POCOO000 DOPORVEO CPPOPDO2 PPEPEERD 00eeeeRd : clrlCLREventWaitHelper2+0x3c
83 00007ffc 0093ech4 : 200002bd 5d4107de 8R07ffc 9954649 POROOEOS 0PEPPOR2 PEERe2bd 5d4107d0 : clr!CLREventWaitHelper+oxif
04 00007ffc 009f8eb8 : 000002c1 ef90b230 00007ffc 009fc2do 0oRLRRfs d307face 0eee7ffc 009fc2de : clr!CLREventBase: :WaitEx+0x71
85 00e07ffc 00c23bfl : 00000018 d307f401 000002c1 ef90b230 00RO7ffc 009fc2de 000REOFS 00000029 : clr!SVR::gc heap::bgc thread function+0x58
06 00007ffc 008fb665 : 000P0RTS d307f4co DEEEEOTS d487f8bO VOROVR0O POOEEVVO 00P07ffc ©ACc23bed : clrl<lambda_a850bf1174f694b6476abbabedd292e7>:
7 ©00O7ffC 14567bd4 : 00C00ORO0 000O00VRE DECOEO0D VDRV DODRVRVD VBP0 0000V PPERed : clr!Thread::intermediateThreadProc+8x8b
98 00e7ffc 15cacedl : 00000000 G0OCLEO 0ORVOV0D CCRREVER PRORAVCD CRERARO 0RPCDEA VPR : KERNEL32!BaseThreadInitThunk+ox1i4
89 00000200 0000PER : DOV OVEPCOR GERECER0 POCANCCD PORRNND CPEERVEO P0RRERED 00000erd : ntdll!RtluserThreadStart+ex21

Alquiasse:

s121510a0y

0:052> |0 20

Threads Stack Breakpoints Locals Watch
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Call Stack Parser

 Using Hypercalls to get the guest VM's callstack from the host OS

Register

119686 3ab9ed+@ 1805 583/decd +H1B805° 7/32/0000
305" 00000003 9686 3ah%e4f@ {805 58414198
20000000 00020000 00000000 0000000 THIff8e4 9261248
20000000 00000850 304 9f26f2d8 20000E0Q" 0000082
18684  ab979a20 P00EOEEE" 0OEOEVE2 9686  3abSeecbd
20000000° 00000001 fff8684°b263da2® FHffffff ffffffff
805~ 732785f3 f1fB6B4° cafebabe 00000000 deadbeef
20000000° 00000001 8684 b46eB8e50 {8684 b2c4bdoe
18684 b4be8e58 9686  3ab9fb40 20000000 00100
80000000 00000001 00000000 00EE0000 POOE0E00" BOREEGOE
20000000 00000000 P00C0R0E" 0EE0R0EE B0RBLE0A™ BBRLY
20007 b8e8591b P0EERE02" cOCBYEbh BEOBVEGD™ CBRLVLBVE
60000002 cH8B66bb ©BOEBE0E" BEEBEEE BBBB3b50™ ala4892d
20000000° 0022209 00000000 00000000 £0OA0E00" BORBRGAR
20000000 0000000 P0BEO13c” 0EE0REE0 20RBRE18"
880001 3c” 8000000 PEBEVE1E 9f9%etaBld BBBOLVEVE" BEBERVRL
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Lole el el To T e e e [T
9686 3ab9eadd
{804 9f26+2d8
f£f19686" 3ab%edeld
Beeee00e" BeeeeRaa
{885 58254d26
ffffe306™ 00000002
fff8684" aecbb5080
{8684 bdbe8e50
00000000° 0000888
00000000" 0e0ceRe0
00088b58" al44892d
00087+ b8e9bdee
20000000 00000000
00000000" 0eeceRe0
0008813c” b3dToeed

Callstack

nt!DbgBreakPointWithStatus
nt!KiBugCheckDebugBreak+8x12
nt!KeBugCheck2+8x946
nt!KeBugCheckEx+8x187
nt!IMiSystemFault+@xlddadf
nt!MmAccessFault+@x480
nt!KiPageFault+0x358
nt!IofCallDriver+@x55
nt!IopSynchronousServiceTail+@x34c
nt!TopXxxControlFile+8xc71
nt!NtDeviceIoControlFile+@x56
nt!KiSystemServiceCopyEnd+8x25
ntdl1!NtDeviceIoControlFile+Bx14
KERNELBASE ! DeviceloControl+8x6b

KERNEL32!DeviceIoControlImplementation+@x8

Project2+8x1lacék

Host
(Linux)

gemu-nyx
(Windows)

Hypercall Hooking
< —
Callstack.log TargetDriver.sys
‘észs>
<
User




As aresult

 Leveraging high code coverage with constraint solver

« Consider dependency with global variable
 Fully-automated from finding bugs to analyze root cause
 Allows anyone to easily validate windows kernel drivers
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Implementation

- Static Analyzer
 Used Angr for Path Constraints and dependency

 Fuzzer

« Used Nyx Fuzzer to keep clean VM State and intel PT
« Extended Nyx-Qemu for the Call Stack Log
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Results
» Wereported 100+ reports andgot 21 CVEs

Vendor CVE Vendor CVE

CVE-2023-51776
CVE-2023-51777

Microsoft (1) CVE-2024-21442

CVE-2023-47569
CVE-2023-47570

CVE-2023-51778
CVE-2024-22102

Jungo (4) CVE-2023-47571 CVE-2024-22103
CVE-2023-47572 Mitsubishi (12) CVE-2024-22104

CVE-2024-22105

AMD (1) CVE-2023-31341 CVE-2024-22106
Siemens (1) CVE-2023-46280 CVEr2024-25086
CVE-2024-25087

I CVE-2024-45181 CVE-2024-25088
y CVE-2024-45182 CVE-2024-26314
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Limitation & Future Work

 Improving the precision of static analysis
« Emulating real devices expands the attack surface
« Absolutely need to fuzz drivers that only load in specific situations

* To find more Stateful bugs, it need the incremental snapshot mechanism used by
Agamotto
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Conclusion

» Developed an automated framework for fuzzing WDM drivers,
leading to the discovery of 100+ vulnerabilities in 100 days

 Our fuzzer is published as open source on Github
« github.com/0OdayResearchlLab/msFuzz
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